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Objectives

» Explain Windows Operating System (OS) common configurations
» Recognize OS related threats
o Apply major steps in securing the OS
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Control Panel Components
Local Firewall

Local Security Policies
Users and Groups
Permissions and Rights
Tools

Checklist
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The control panel is where system changes and configurations

Control Panel

can be made for the Windows operating system.

Click Start -> Control Panel

Adjust your computer’s settings

il System and Security
% Review your computer's status
Back up your computer
Find and fix problems

Metwork and Internet
&] View network status and tasks
~&2 .  Choose homegroup and sharing options

./ Hardware and Sound
ﬂ‘ View devices and printers
Add a device

[J__j Programs

Uninstall a program
Get programs

e &5

View by: Category ™

User Accounts
ﬁ' Change account type

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resclution

Clock, Language, and Region
Change keyboards or other input methods
Ease of Access

Let Windows suggest settings
Optimize visual display
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Action Center

Windows Action Center can help enhance your computer's security by
checking the status of several security essentials on your computer, including
firewall settings, Windows automatic updating, anti-malware software
settings, Internet security settings, and user account control settings.

CIiCk Sta rt -> ContrOI Review recent messages and resolve problems

Action Center has detected one or more issues for you to review.,

Panel —> System and

Security )

Security —> Action Center I Network firewall (mportant)

@& Windows Firewall is turned off or set up incorrectly,

Turn off messages about network firewall Get a different firewall pregram cnline

Windows Defender needs to scan your computer

Scanning on a regular basis helps improve the security of your computer.
Maintenance €]

Set up backu
P P 1% Set up backup

Your files are not being backed up.

Turn off messages about Windows Backup

If you don't see your problern listed, try one of these:

! Troubleshooting L,- Recovery
Find and fix problems = Restore your computer to an earlier

time 6




Windows Firewall

» Firewalls are designed to
prevent unauthorized access
to a system. They can be NS Bt
implemented via hardware or |2 i

¢ _ i
SOftwa re & :estore defaults l '-@3 Domain networks Connected (4
L]

) Advanced settings Networks at a workplace that are attached to a domain

Help protect your computer with Windows Firewall

How does a firewall help protect my computer?

What are network locations?

Troubleshoot my network

» A firewall is essential to Widons Freval e on

Incoming connec tions: Block all connections to programs that are not on the
list of allowed programs

security and should always T— B o

Notification state: Notify me when Windows Firewall blocks a new

be turned ‘on’. To do so Click
'-@ Home or worl rivate) networks Not Connecte V
Start -> Control Panel —> B9 e orvoncrva) evon -
l @J Public networks Connected (&)
System and Secu rlty _> Networks in public places such as airports or coffee shops

Windows Firewall state: On

. .
WI n d OWS FI rewa I I Incoming connections: Block all connections to programs that are not on the

list of allowed programs

Active public networks: T Unidentified network

» Find the link in the left hand oty me s Windons Fresallbocks 2
column that says Turn
Windows Firewall on or off
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Windows Firewall

You will then have the option
of turning the firewall ‘on’ or
‘off’ for different types of
networks: Home, Work, and
Public

Firewalls should be turned ‘on’
for each of these networks,
especially for Public, as it is the
most insecure of the three

You can also select Display a
notification when Windows
Firewall blocks a program to
be notified

Customize settings for each type of network
You can modify the firewall settings for each type of network lecation that you use.
What are network locations?
Domain network lggation settings

'.'@ @ Turn on Windows Firewall
N || Bloces
MNetify me when Windows Firewall blocks a new program

gming connections, including those in the list of allowed programs

—

I’?l () Turn off Windows Firewall (not recommended)

Home er work (privgiel netwerk location settings

'.@ @ Turn on Windows Firewall
N || Block g gming connections, including those in the list of allowed programs

MNetify me when Windows Firewall blocks a new program _

I’?] () Turn off Windows Firewall (not recommended)

Public network location cetiing
'.@ @ Turn on Windows Firewall
- [ |ElockaMincoming connections, including those in the list of allowed programs

Netify me when Windows Firewall blocks @ new program (@ —

I@ () Turn off Windows Firewall (not recommended)




Windows Firewall - Exceptions

» You can allow unsolicited ‘
requests to connect to a ; : .
Allow programs to communicate through Windows Firewall ‘1'
progra m Oon you r To add, change, or remove allowed programs and ports, click Change settings.
com puter‘ What are the risks of allowing a program to communicate? [ ¥y Change settings ]
Allowed programs and features:
» Be more specific about | ... Dormsin  Home/Work (Private) Public
H [[] BranchCache - Content Retrieval (Uses HTTP) O O O |3
Where the reqUESt IS [JBranchCache - Hosted Cache Client (Uses HTTPS) [ O O ‘F‘
allowed to initiate from [ BranchCache - Hosted Cache Server (Uses HTTPS) O O o
[ BranchCache - Peer Discovery (Uses WSD) [ O O
. O Connect to a Metwork Projector O O O
® CIICk Start -> ContrOI [¥] Core Metworking
[ Distributed Transaction Coordinator O O O
Panel —> SyStem and [ File and Printer Sharing O O (]
H — H O HemeGroup O O O
Securlty > WlndOWS [1iSCSI Service O O O
H — [ Key Management Service O O O
Flrewa" > A"ow a [ Media Center Extenders ] ] [ e
program through e
WlndOWS Flrewa" Allow another program...

» Click Change Settings



@8, Windows Firewall — Exception Examples
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File and Printer Sharing

» Allows you to share the contents of selected folders and locally attached
printers with other computers

Remote Assistance

» Allows a user to temporarily control a remote Windows computer over a
network or the Internet to resolve issues

@

k

@

Remote Desktop

» Allows older Windows platforms to remotely connect to a computer
running Windows XP

kL

UPnP Framework

» Allows "plug-and-play” devices to connect to a network and
automatically establish working configurations with other devices

N 4

kL
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» Click Start -> Control Panel —>

System and Security —_> Windows w Windows Firewall with Advance
. . &1 Inbound Rules €——p——
Firewall —> Advanced Settings Outbound Rules g
.,'t"!._... Cclnr?ect.icln Security Rules | €—————
» Inbound Rules — Set policy to govern  |» % Menitoring €————=

incoming traffic

» Outbound Rules — Set policy to
govern outgoing traffic

» Connection Security Rules — Set
general connection security policy

» Monitoring — Set policy to log and
display notifications for blocked
programs

11



Automatic Updates

SEine e

It is important to keep your
computer updated to
protect it from the latest
threats.

You can set Windows to
update automatically by
going to Control Panel —>
System and Security —>
Windows Update —> Turn
automatic updating on or
off

Choose how Windows can install updates

When your computer is onling, Windows can automatically check for important updates and install them
using these settings. When new updates are available, you can also install them before shutting down the
computer,

How does automatic updating help me?

Important Lpset ———
| [Install updates automatically (recommended] ) -

Install new updates: IEverj,r day V] at IB:DU AM ']

Recommended updates

Give me recommended updates the same way I receive important updates

Whao can install updates
[#] Allow all users to install updates on this computer

Microsoft Update
Give me updates for Microsoft products and check for new optional Microsoft software when 1
update Windows
Software notifications

[] Show me detailed notifications when new Microsoft software is available

Mote: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement online.

12




Administrative Tools

®

®

Administrative Tools is
where you define your
policies and monitor
system activity.

Click Start -> Control
Panel -> System and
Security->
Administrative Tools

Action Center
h Review your computer's status and resolve issues | gl Change User Account Control settings

Troubleshoot commen computer problems | Restore your computer to an earlier time

Windows Firewall

Check firewall status | Allow a program through Windows Firewall

Systemn
View amount of RAM and processor speed
r&' Allow remote access

Check the Windows Experience Index
See the name of this computer 'H'Devicehﬂanager

|':-],- Windows Update

Turn automatic updating on oroff | Check for updates | View installed updates

Power Options
Require a password when the computer wakes
Change when the computer sleeps

Change what the power buttons do

Backup and Restore

Back up your computer | Restore files from backup

£w Windows Anytime
=" | atures with a new edition of Windows 7

Administrative Tools
Free up disk space | Defragment your hard drive
"\':':!' Schedule tasks

ﬁi' Create and format hard disk partitions
"\':':!' View event logs

Dell Client System Update

13



» Group Policy is a set of rules which control the working environment of

Administrative Tools

user accounts and computer accounts

» Event Viewer —records application, security, and system events

» Services - lists all available on the system and their status

S

v'u | » Control Panel » System and Security » Administrative Tools

- | g | Search
—

Organize - Burn

- Favorites
Bl Desktop
& Downloads
= Recent Places
, Mewsletter

. Delaware DigiGirlz

4 Libraries
3 Documents
J‘F Music
[E=| Pictures

E Videos

1M Computer
& os(c)
¥ rsmith Home Direct

MName

=

é[-' Component Services

@ Computer Management
Data Sources (ODEC)

@ Event Viewer
fal, iSCSl Initiator

[@ Local Security Policy <

—

Date modified

7/14/2009 12:57 AM
7/14/2009 12:54 AM
7/14/2009 12:53 AM
7/14/2009 12:54 AM
7/14/2009 12:54 AM

E’ﬁ Microsoft MET Framework 2.0 Configura...
@ Performance Monitor
i%j] Print Management

(&), Services _

(@ System Configuration

@ Task Scheduler

@ Windows Firewall with Advanced Security
[ Windows Memory Diagnostic
& Windows Powershell Modules

i (111 11:28 AM
3/21/2013 5:22 PM

7/14/2009 12:53 AM
2/10/2011 11:28 AM
7/14/2009 12:54 AM
7/14/2009 12:53 AM
7/14/2009 12:54 AM
7/14/2009 12:54 AM
7/14/2009 12:53 AM
7/14/2009 1:32 AM

Type

Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut

Size

2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB

3KB

14



Local Security Policies

1% -

< e,
&z 39
S ouEy5ER O

» Local Security Policies enforce standards amongst the organization to
strengthen its security posture as a whole

» Click Start -> Control Panel -> Performance and Maintenance ->
Administrative Tools -> Local Security Policy

» Password policy
» Defining and enforcing strong password policies for an organization can help
prevent attackers from impersonating users and help prevent the loss,
exposure, or corruption of sensitive information

» Account lockout policy
» Disables a user account if an incorrect password is entered a specified
number of times over a specified period

» Audit policies
» Monitoring the creation or modification of objects gives a way to track
potential security problems, helps to ensure user accountability, and provides

evidence in the event of a security breach
15



Local Security Policies

» Define a strong password policy

e

Enforce password history — set to “5”. A user cannot use the same
password when their password expires.

Maximum password age - default is "42". This specifies how long a user
can use the same password. After 42 days, the user must change his/her
password. Set to “90” for user accounts and “30” for administrator.

Minimum password length - set to "8". This means that a password must
be at least 8 characters long.

Password must meet complexity requirements - set to "Enabled". This
means a password must include upper and lower case letters, a number
and a special character.

Store password using reversible encryption for all users in the domain -
always leave "Disabled". If you enable this policy, all users' passwords will
be easy to crack.

16



Local Security Policies

» Define an account lockout policy

» These policy settings help you to prevent attackers from guessing users'
passwords, and they decrease the likelihood of successful attacks on your
network.

» Account lockout duration - the number of minutes a locked-out account
remains locked out before automatically becoming unlocked

» Account lockout threshold - the number of failed logon attempts that causes
a user account to be locked out

» Reset account lockout counter after - the number of minutes that must
elapse before the failed logon attempt counter is reset to O

» Be careful not to set these too low. If users lock themselves out because

of mistyping their passwords, this can provide for more work for your
organization.

17



Local Security Policies

» Define audit policies
» Audit policies must be set and enabled for logs to be available in
the Event Viewer

» Audit account logon events — enable to prevent random hacks or
stolen passwords

» Audit object access — enable to prevent improper access to sensitive
files

» Audit process tracking — enable to monitor attempts to modify
program files to help detect virus outbreaks

» Account management - enable to see if a change has occurred to an
account name, enabled or disabled an account, created or deleted an
account, changed a password, or changed a user group

18



®

Local Security Policies

Directory service access — enable to track accesses to an Active
Directory® directory service object that has its own system access
control list (SACL)

Logon events — enable to see when someone has logged on or off
to the computer

Privilege use — enable to see when someone performs a user right

Policy change - enable to see attempts to change local security
policies, user rights assignments, auditing policies, or trust policies

System events - enable to see when someone has shut down or
restarted the computer, or when a process or program tries to do
something it does not have permission to do

19



Local Security Policies

» Security Setting
» Success setting generates an event when the requested action succeeds
» Failure setting generates an event when the requested action fails
» No Auditing does not generate an event for the associated action

Policy . Security Setting

55 Audit account logon events Success, Failure

25 Audit account management Success, Failure

155 Audit directory service access Success, Failure

55 Audit logon events Success, Failure

_:j::]ﬁludit object access Success, Failure -
25 Audit policy change Success, Failure

75 Audit privilege use Success, Failure

Liz) Audit process tracking Mo auditing

Liz) Audit system events Mo auditing

20



Local Security Policies

» Windows XP grants the "Everyone" account the ability to access
your computer over the network

» Remove "Everyone" Access to Your Computer

» By deleting the Everyone account, you gain more control over who can
access your XP system

» To remove access to your computer by the Everyone account

» Click Start-> Control Panel ->Performance and Maintenance ->
Administrative Tools -> Local Security Policy

» In the Security Settings tree, click Local Policies ->User Rights Assignment

» Inthe right pane, double click the setting for Access this computer from
the Network

21
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Event Viewer

Event Viewer

» Click Start -> Control Panel -> Performance and Maintenance ->
Administrative Tools -> Event Viewer

Displays logs that capture events occurring on the system

These logs are based on the policies you have created and/or
enabled (local security policy, audit policies, etc.)

Logs sources for use by the Windows operating system and
Windows applications respectively

Three log sources under ‘Windows Logs’: System, Application
and Security

22



Event Viewer

» Application log — events logged by programs
o Security log - any successful or unsuccessful logon attempts

» System log - events logged by system components ( i.e., driver
fails to load during startup)

> # Custom Views _

P i.‘. Windows Logs Mame Type Mumber of Events  Size
& Application Application Administrative 3,478 207 MB
@ Security Security Administrative 25,700 16.00 MB
=] Setup Setup Operational 243 1.00 MB
G System Systemn Administrative 14,234 6.07 ME
i=| Forwarded Events Forwarded Events Operational 0 0 Bytes

. 4 Applications and Services Lo

—4 CQubhcerintione

23



Services

N Gy 5ER O

» Services are programs that run invisibly in the background on a
system (e.g., RemoteAccess, DHCP, Spooler, etc.)

» They load and run whether or not anyone logs into the system
» To view all available services

» Click Start -> Control Panel -> Performance and Maintenance -> Administrative
Tools -> Services

. Services (Local)
Select an item to view its description.  Mame i Description Status Startup Type Log On As
[ Lo ActiveX Installer (.. Provides Us... Manual Local System
Loy Adaptive Brightness  Moeniters a.. Manual Local Service
Lo Adobe Acrobat U..  Adobe Acro..  Started Autematic Local System
Loy Adobe Flash Playe... This service ... Manual Local System
_ Lo Application Experi... Processes a..  Started Manual Local System
Lo Application Identity  Determines ... Manual Local Service
Lo Application Infor...  Facilitates t...  Started Manual Local System
Lo Application Layer ... Provides su... Manual Local Service
Lo Application Mana... Processes in... Manual Local System
5 ASP.MET State Ser.. Provides su... Manual Metwork Service

24



Services

» Services are configured by Startup Type

» Automatic - service starts automatically when the system starts or when the
service is called for the first time

» Manual — service must be started manually before it can be loaded by the
operating system and made available for use

» Disabled - cannot be started automatically or manually

. Services (Local)

Select an item to view its description. =~ Name i Description Status Log On As
Lo ActiveX Installer (.. Provides Us... anua Local System
Loy Adaptive Brightness  Moeniters a.. Manual Local Service
Lo Adobe Acrobat U..  Adobe Acro..  Started Autematic Local System
Loy Adobe Flash Playe... This service ... Manual Local System
Lo Application Experi... Processes a..  Started Manual Local System
Lo Application Identity  Determines ... Manual Local Service
Lo Application Infor...  Facilitates t...  Started Manual Local System
Lo Application Layer ... Provides su... Manual Local Service
Lo Application Mana... Processes in... Manual Local System
Loy ASPLUMET State Ser...  Provides su.., Manual Metwork Service

25



Services

» Disable unnecessary services

» Turning off unnecessary services can greatly reduce your exploit risk,
while improving system performance

lIS — web server capabilities

NetMeeting Remote Desktop Sharing - VolP

Remote Desktop Help Session Manager

Remote Registry — allows remote users to edit registry

Routing and Remote Access - allows the system to be used as a router
Simple File Sharing

SSDP Discovery Service — plug and play

Telnet — allows remote users to log on

Universal Plug and Play Device Host — installation of plug and play devices
Windows Messenger Service — not necessary to use windows instant
messenger; allows ‘netsend’ command to be used

26



Performance Monitoring

» Performance monitoring

S

S

S

S

S

Viewing performance data for the system, both in real time and from log
files

Obtain information about hardware, software, and system components,
and monitor security events on a local or remote computer

Allows you to see what processes may be over utilizing resources or not
functioning properly

Monitor processes to see if unknown programs are running

Identify and diagnose the source of current system problems, or help you
predict potential system problems

27



Performance Monitoring

» Task Manager will show programs, services, and processes
currently running on the system
» The Applications Tab
» Allows you to see all programs currently running
» Allows you to select a program and terminate it

» Right Click on the Menu Bar -> Click Task Manager -> Applications Tab
to see applications and their current status

< Applications _Pm}sses_ Performance | Metworking | Users |

Task Status
.E] MSH.com - Microsoft Internet Explorer Rurnming
[ outlaok Express Running

;5 Windows Messenger Running

28



Performance Monitoring

» Task Manager functions
» Show programs, services, and processes currently running on the system
» Show network activity and resource utilization
» Terminate processes, etc.
» Set process priorities

» A common target for malware

» Some malware processes (rootkits) will prevent themselves from being list in
the task manager making them harder to detect

» Right Click on the Menu Bar -> Click Task Manager

29



» The Processes Tab

» Shows all processes running;
also shows the owner, CPU
usage and Memory Usage of
each process

» Allows you to sort processes
based on name, user, cpu or
memory usage

» Right Click on the Menu Bar ->
Click Task Manager -> Processes
Tab

File Options

Applicatifps | Processes

Ll Windows Task Manager

Wiewy  Shut Down Help

Bfurmance Mebwarking | Users

Image Mame

kaskmagr.exe
alg.exe
msimn.exe
IEXPLORE.EXE
spoolsy, exe
svchost, exe
SIS0, 2
sychosk,exe
svchost, exe
svchosk,exe
svchost, exe
lsass, exe
Services.exe
winlogon, exe
CSrSS5, BeE
explorer.exe
M55, BXE
wscnkfy, e
Swskem

Jser Mame

student

LioiZaAL SERNTICE
student

student

SYSTEM

LioiZAL SERNWICE
student

MNETWORE SERVICE
SYSTEM

MNETWORE SERVICE
SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

student

SYSTEM

student

SWSTFM

CPL Mem Usage

0s
oo
oo
02
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
0z
oo
oo
rn

|3

4,208 K
3,212 K
14,504 K
24,192 K
4,100 K
4,176 K
1,488 K
3,012 K
16,964 K
3,605 K
4,424 K
1,624 K
3,748 K
1,340 K
3,368 K
14,545
3B5 K
1,786 K

e A

[ ] show processes From all users

End Process ]

Processes: 20

CPU Usage: 12%

Commit Charge: 108M | 2460M

30




Performance Monitoring

® Pe I"fO rmance tab .E Windows Task Manager,

File Opkions Yiew Shuk Down Help

» Monitor performance and resources _— |
Applications | Prigesses | Performance | nethorking | Users

» Overall statistics for system usage CPU Usage CPU Usage History

» Memory usage

PF Usage Page File Usage History

» Right Click on the Menu Bar -> Click
Task Manager -> Performance Tab - !
» The Networking tab oo w0 | [ e
. . L . Threads 295 Available 330955
» Shows wired and wireless activity in a Processes 20 | [ swstem Cxche 18212
chart format (network adapter ik D [ i —
. . Lirnit 2519724 Paged 17528
acti VItY) Peak 113612 Monpaged 5060

® Right CliCk On the Menu Bar '> CIiCk Processes: 20 CPU Usage: 2% Commit Charge: 108M | 2460M
Task Manager -> Networking Tab

31



Performance Monitoring

» Users tab
» Shows all users currently logged into the system
» Users can be disconnected and/or logged off via this tab

» Right Click on the Menu Bar -> Click Task Manager -> Users Tab

Ll Windows Task Manager

File Options Wiew Shut Down Help

Applications | Processes | Performance Netwnr@

d=er I Status Client N ame
ﬁstudent 0 Actve

32



Performance Monitoring

» Sysinternals

» A third-party tool that helps manage, troubleshoot and diagnose
Windows systems and applications

o http://technet.microsoft.com/en-us/sysinternals

» Tools can be run live from the Internet

o http://live.sysinternals.com
» File and disk utilities

» Networking utilities

» Process utilities
» Security utilities
» System information utilities

33
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http://technet.microsoft.com/en-us/sysinternals
http://live.sysinternals.com/

SEine e

Performance Monitoring

» Example — Process Monitor utility

» Monitors real-time file system, Windows registry, processes, threads and

DLL activity
» Name, what the process is doing (operation), the result and details

¥ Process Monitor - Sysinternals: www.sysinternals.com =& 2 .|
File Edit Ewvent Filter Tools Options Help

2EH LABE | SAG| 58| AN
Time ... Process Mame FIDN Operation Path Result Detail it
4:34:.0... EMSMpEng.exe 856 :r_:]u[f.reateﬂlel'tﬂapp...[::KWindnws‘xSystemEE‘waemmmn.u:III FILE LOCKED W1... SyncType: SyncTy... LA
4:34:0... LMEMDEI‘@.E?’.E 856 L_:}.E]uerf,rStandardI...C:KWindnwsMSystemEE&wbemmmn.dII SUCCESS AllocationSize: 364. ..
4:34:0... ®5'MsMpEng.exe 256 :r_:]\HeadHIe C\Windows system3Pwbemcomn.dll  SUCCESS Cffset: 0, Length: 3...
4:34:0... ﬁpsqhm}r.exe 648 OF Thread Exit SUCCESS Thread 1D: 3248, ...
4:34:0... ﬁpsqhmy.exe 648 &Y Thread Exit SUCCESS Thread 10: 5352, ...
4:34:0... Epsqhm}r.exe 648 &F Thread Exit SUCCESS Thread 1D 4204, ..
4:34:0... ®'upeksvrexe 1988 & Thread Create SUCCESS Thread |10 5804

4:34:0... Eupeksw.exe 1982 &F Thread Create SUCCESS Thread 10 4312

4:34:0... Eupeksw.exe 1588 ﬁﬂegi]uerﬁ’alue HELM*System \CumentControl 5et\Contr... SUCCESS Type: REG_57, Le...
4:34:0... Lupeksw.exe 1583 ﬁﬂegi]uerﬂf'alue HELM*SystemCumentControl Set\Contr... SUCCESS Type: REG_S5Z, Le...
4:34:0... Eupel«:sw.exe 1982 &F Thread Exit SUCCESS Thread 1D: 4312, ...
4:34:0... 8'upeksvr.exe 1982 &F Thread Create SUCCESS Thread |0 5856 il

e . s ool o et Liio s = = e et =

Showing 31,766 of 73,198 events (43%) Backed by virtual memory 34
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User Accounts

Local Users and Groups limit the ability of users and groups to
perform certain actions by assigning them rights and
permissions

User accounts

» A collection of information that tells Windows what files a user can
access, what changes a user can make

» Allow multiple users to share a computer, but still have their own files
and settings

» Each user accesses their user account with a user name and password

Administrator account

» Can change security settings, install software and hardware, and access
all files on the computer; including make changes to other user accounts

35
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» Permissions are customizable by individual user or by a group of
users
» Full Control — all file permissions granted (administrator level)

» Modify — permission to change content but not ownership of files;
cannot delete files or folders

» Read & Execute - permission allows or denies the user to read and
execute files

» List Folder Contents - permission allows or denies the user from viewing
file names

» Read - permission allows or denies the user from viewing the attributes
of a file or folder

» Write - permission applies only to files and allows or denies the user from
making changes to the file and overwriting existing content by NTFS

36



& User and Group Account Permissions

» Inherited permissions

» If an object’s permissions are shaded, the object has inherited
permissions from the parent object

» Three ways to make changes to inherited permissions
» Make the changes to the parent object, and then the object will inherit
these permissions
» Select the opposite permission (Allow or Deny) to override the inherited
permission

» Clear the Inherit from parent the permission entries that apply to child
objects

37



Account Permissions Best Practices

S
=5,
O0lEysER ¢

» User accounts settings
» Limit Administrative Privileges

» Make sure user accounts are set to ‘limited’

» Do not give ‘full control’ as that equals Administrator access

» Running as Administrator may allow malicious software to gain access
» Make sure all accounts have passwords
» Disable Guest account

» Administrator account

» Change password - Administrator account has default or no password
upon initial installation

» Obfuscate the account - change name
» Don’t use the account

» Websites have default passwords published
» http://www.phenoelit-us.org/dpl/dpl.html

38
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Local vs. Domain Accounts

» Local account
» Username and encrypted password are stored on the computer itself
» Permissions apply only to this computer

» Domain account

» Resides on a Domain Controller

» A server that manages access to a set of network resources such as print
servers, applications, etc.

» A user can log into the domain controller and is given permissions to all
network resources

» Username and password are stored on a domain controller rather than
on each computer the user accesses

» Permissions apply to a network of computers and peripherals
» Network administrators only have one place to store user information
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» Microsoft Baseline Security Analyzer (MBSA)
Free vulnerability assessment tool for the Microsoft platform

S

Helps with the assessment phase of an overall security management
strategy for legacy platforms and products

Can perform local or remote scans of Windows systems

Checks for
» Insecure security settings
» Windows administrative vulnerabilities
» Weak passwords
» 1IS and SQL administrative vulnerabilities
To download the latest version go to
» http://technet.microsoft.com/en-us/security/cc184923
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» Microsoft Update

S

S

S

S

S

S

Creates an inventory of applicable and installed security updates and
service packs on each computer

Configures the hierarchy for weekly scanning of all computers to identify
security update compliance levels

Integrates software update management features of Windows and
Microsoft Update with the existing SMS 2003 Software update
management feature. This means you can now take advantage of a single
tool for Windows, Office, SQL Server, Exchange updates, etc.

Automated task obtains the latest catalog of updates

Creates reports to help monitor software update compliance and
distribution status

Located in the Control Panel or
» Click Start -> All programs -> Windows Update
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First Steps to Securing a Machine

Install the operating system and components (such as hardware
drivers, system services, and so on).

Install Service Packs and Windows Updates.
Update installed applications (Adobe Reader, Flash, etc).
Install anti-virus/anti-spyware utilities and scan for malware

Configure critical operating system parameters (such as
password policy, access control, audit policy, kernel mode driver
configuration, and so on).

» Take ownership of files that have become inaccessible.

Configure and monitor the security and auditing logs.

When it is clean and secure, back up the system and create a
restore point.
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Checklist

Disable unnecessary services

Disable dangerous features

Employ email security practices

Install and maintain malware protection software
Patch more than just the OS

Research and test updates

Use a desktop firewall

Look for alternatives to default applications
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