Remotely and Securely Controlling
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What we’ll learn

® Remote desktop technologies overview

_ Concentration_ on included or free tools
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Microsoft Remote Desktop Protocol

® Based on ITU-T T.128 (aka T.SHARE)
o Included W|th Wlndows 2000 Server and
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Virtual Network Computing

® Screen-scrubber, bandwidth intensive
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Windows Terminal Services
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. lnstall via Control Panel (Wlndows 2000 Py



Terminal Services Install
(Windows 2000 Server)

Windows Components Wizard Ed

A Terminal Services

To add or remove a component, click the check box. & zhaded box meansz that anly part
af the component will be installed. To see what's included in a component, click Details.

Subcomponents of Terminal Services:
w| <_» Client Creator Files 14.3ME
Enable Terminal Services

Descrption:  Enables Terminal Services software on pour computer.

Total dizk zpace required: 0.0 B
Space avallable on dizk: 1094 .6 ME




Terminal Services Install
(Windows XP and Server 2003

System Properties K

General | Cormputer Marme Hardware

Advanced | Autormatic Updates R emate
- *=9 Select the ways that thiz computer can be used fram anather
i, . loc:ation.
Hermaote .

Turm on E emote Szziztance and allow invitations ko be =ent from thiz
Ccamputer

Learn more about Bemote A

Rerote Deskiop
Iv Enable Remate Desktop on this computer

Important: To allo 2 b connect remnotely bo thiz cornputer, click,

Select Bermate

Full computer nanme:

Learn more about Bemate Deskbop.




Virtual Network Computing (VNC)
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® For Windows: RealVNC, TightYNC,
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Apple Remote Desktop

~® Comes with T_.Ilge_r
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ARD Install and Setup

Allow user to do the following on this computer:

enerare reports

G
Open and guit applications

Change settings
Delete and replace items
Send text messages
Restart and shut down
Copy items
Observe
| Contraol
| Show when being observed

| Guests may request permission to control screen

EM’NE viewers may control screen with password: ssssssss

Computer Information

These fields are displayed in the System Information Report

Info 3:
Info 4:




OSXvnc




OSXvnc options

OSXvnc (1.61)

Ceneral System Sharing Startup

Display Sharing

 Always share display between clients
Let clients decide
 Never share display between clients

'f Keep existing client when new client connects

—_ Disable Remote Keyboard/Pointer

.-‘.- 'r-l "I-| ,,_‘I.- L .'I, '_'-;i;'r. e
! Only allow local connections (require SSH) g : 17-*

' -
oy

__ Advertise Server via Bonjour (10.2+)

The server is not running.

| View Log | { Start Server 1"-







Microsoft Remote Desktop Connection

o Use to connect to Termlnal Serwces /
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RDC Launcher




RDC Menu




RDesktop
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./configure
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RDesktop




#1/bin/bash

/usr/local/bin/rdesktop \
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RDesktop




Windows YNC Clients

8. ReaIVNC TlghtVNC Ultra\/NC usually
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Chicken of the YNC







Protocols and Ports

o A port is a Ioglcal data stream de5|gnated
' 'a number:
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|IPSec VPN




|IPSec VPN Diagram

Internet




Secure Shell (SSH) Tunnels

® SSH comes with every Mac

® GUIs available
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TCP/IP Network Model




Protocol Tunneling

TCP SSH TCP
22 Encrypted 5900




Enable SSH on a Mac

eoo Sharing
|« » || ShowAll |

Computer Name: PowerBook

Other computers on your local subnet can access —
your computer at PowerBook.local L Edit... 9

{ Services | Firewall Internet

Select a service to change its settings.

On | Service Remote Login On
(1 Personal File Sharing C stop )
Windows Sharing ——

Personal Web Sharing Click Stop to prevent users of other
_ - computers from accessing this computer

using 55H.

FTP Access

Apple Remote Desktop

Remote Apple Events

Printer Sharing

Xgrid
To log in to this computer remotely, type "ssh " at a shell command
prompt.

L
Jﬂ Click the lock to prevent further changes.




SSH for Windows

® Not mcluded with Wlndows must use thlrd
art #sg ' Bl G
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SSH Tunneling Command Line
ssh -NfL 5900:1ocalhost. :5900 you@remote.machine.net

Command What it does

ssh SSH command

-N Do not return a command prompt

f Run this command in the background
L Perform the following port redirection
5900 Local TCP port

localhost. Remote service host IP / name

: 5900 Remote service TCP port

you SSH login name

@remote.machine.net |P / name of SSH server




Localhost.




Connecting to the tunnel

VNC Login

Servers Host: localhost
Mew Server

Display: 0
Password: ssessess|
I Remember Password
Profile: r Default Profile
" View only
"1 Allow other clients to connect
| Fullscreen display




A tunnel example graphic

Encrypted
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A tunnel example graphic, with firewall

remote.machine.net

Encrypted Encrypted
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A different tunnel example graphic

ssh -NfL 5901:1imac.lan.net:5900 you@xserve.lan.net

_ Encrypted Not encrypted -
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An example RDP tunnel

ssh -NfL 3389:localhost. :3389 you@windows.machine.net

Remote Desktop Connection (RDC)

Computer: localhost

(Examples: MyPC, name.microsoft.com, 192.168.255.255)
p Options




Optional key-based login

o

@ You W|II have to enter a password each
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mkdir ~/.ssh

cd ~/.ssh

ssh-keygen -b 1024 -t dsa -f id_dsa -P °’°
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	Navigation
	return
	search
	print




