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About this Presentation
Credits

® Great credit goes to the other team members

® Surajit Bose

® Dusting King - Windows Developer
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About this Presentation
Defining Dual Boot Images

® |-to-| deployments
® Users typically have full control

® Training Labs
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About this Presentation

What won’t be covered

® Methods to prepare the images (SysPrep)
® User Management (AD, LDAP, etc)
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About this Presentation

A mention of Virtualization




About this Presentation

Sections

® Planning

® Booting Methods

® Partitioning




Planning




Planning

Goals

® Define your goals ahead of time

® Why are you doing this

® Adding a service




Planning

Concerns

® XP orVista

® Software Licensing costs

Concurent vs. per seat




Planning

Resources

® Setup can take a long time

® Know the resources you have available

- 4

® Developer and Tech time




Booting Methods




Booting Methods

Goals

® Discoverable: no user training

® Be available for remote management

® Not require admin users
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Booting Methods

Background information

® Convient tool to programatically set boot device
on MacOS: bless

® Sets variables in EFl variable namespace

L On Wlndows no scrltd access COM etc)
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Booting Methods

Built in Methods

® “Option Key” and Control Panel

Pros: Cons:
* Built in * Requires Admin
* Simple * Not Discoverable




Booting Methods

Built in Methods

® “Option Key” and Control Panel

Pros: Cons:
* Built in * Requires Admin
e Not Discoverable




Booting Methods

ootpicker

® Apple Education Support

® FEasily discoverable

® Handles up to 3 OS’s




Booting Methods

Bootpicker

® Apple Education Support

® FEasily discoverable

® Handles up to 3 OS’s
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Booting Methods

rEFlt

® Open source

® FEasily discoverable

® Handles up to 3 OS’s




Booting Methods

rEFlt

® Open source

® FEasily discoverable

® Handles up to 3 OS’s
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Booting Methods

SCUBA

® FEasily discoverable

® Allows Management

® Mac,Windows, and EFI




Booting Methods

® FEasily discoverable

® Allows Management

® Mac,Windows, and EFI
parts
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Booting Methods

SCUBA

StuComp User Boot Assistant




Booting Methods

SCUBA - EFI




Booting Methods
SCUBA - Mac

Reboot into Windows XP

Click on the Windows logo to reboot into Windows XP

Runs next to the Login Window
Checks in with server and reboots into VWindows

Has modes for both boot-once and the flags file
http://www.stanford.edu/~larkost/SCUBA/



http://www.stanford.edu/~larkost/SCUBA/
http://www.stanford.edu/~larkost/SCUBA/

Booting Methods
SCUBA - Mac

rdey-cl-03-d745 -- Student Computing Cluster, Image v4.0.1m

® Replaces the Login Screen on XP
® Based on pGina (http://www.pgina.org/)
® Sets a flag for the EFl layer to request a Mac boot

® Configuration file to turn off Apple booting
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Partitioning
Background

® Windows uses the “Master Boot Record” *
® MBR only has room for 4 “Primary” partitions

® One of these reserved for EFl boot partition
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Partitioning

EFI/Unix listing MBR

/dev/diskOs1 1 (invalid)
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Partitioning
Out-of-the-box

EFI/Unix listing MBR

/dev/diskOs1 1 (invalid)




Partitioning

EFI/Unix listing MBR

/dev/diskOs1 1 (invalid)

/dev/diskQs?2




Partitioning
BootCamp Layout

EFI/Unix listing MBR

/dev/diskOs1

/dev/diskQs?2




Partitioning

EFI/Unix listing MBR

/dev/diskOs1 1 (invalid)

/dev/diskQs?2




Partitioning
Simple Deployment

EFI/Unix listing MBR

/dev/diskOs1

/dev/diskQs?2




Partitioning

EFI/Unix listing MBR

/dev/diskOs1 1 (invalid)

/dev/diskQs?2

/dev/diskOs3



Partitioning

Complex Example

EFI/Unix listing MBR

/dev/diskOs1 1 (invalid)
/dev/diskQs?2 Image Storage 2
/dev/diskOs3 3



Filesystems




Filesystems

® Convenient to have a shared place for files

® MacOS X can’t save to NTFS
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Filesystems




Filesystems

Native Drivers




Filesystems




Filesystems
Third Party




Partitioning

Untried ldeas

Unknown if “legacy boot” will go to the
“active” partition, or the last one

T

Use fdisk to play with the MBR
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Unknown if “legacy boot” will go to the
‘active” partition, or the last one

Use fdisk to play with the MBR




On-lmage Concerns




On-Image Concerns

General

® Use standard “best practices” to create the
images on both sides

® Use SysPrep on Windows
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On-Image Concerns

Windows Drivers

Knowledge os SysPrep (or Vista version) required
Found on the installer disks

Download updates from Apple (BootCamp)
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On-Image Concerns

Windows Time Zone

® \Windows sets clock to “local” time

® MacOS uses UTC (unix standard)

® VWindows can be told to use UTC:




Deploying the Image




Deploying the Image

Legacy Booting

® Behind-the-Scenes steps to boot Windows:
® |nstall NTFS (FAT-32) image

® Resize the image to fit the partition
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Deploying the Image

Legacy Booting

® Jools

® ntfresize from NTFS 3G

ptrefresh from WinClone




Deploying the Image

Why not Ghost

® Norton Ghost the standard on Windows
® Does not understand GUID (EFI disk layout)

® |f MBR is setup it can run off boot CDs
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Deploying the Image

NetRestore

1 Handles HFS
1 NTFS Support
1 NetBoot

1 Remote Config
1 Configure MBR
1 Multi-Volume
1 Selective




Deploying the Image

NetRestore

® Well used, good
community support

® End-of-Life’d

1 Handles HES
1 NTFS Support
1 NetBoot

1 Remote Config
1 Configure MBR
1 Multi-Volume
1 Selective
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Deploying the Image

NetRestore

® Well used, good
community support

® End-of-Life’d

9 Handles HFS
o NTFS Support
1 NetBoot

1 Remote Config
1 Configure MBR
1 Multi-Volume
1 Selective




Deploying the Image

NetRestore

® Well used, good
community support

® End-of-Life’d

9 Handles HFS
o NTFS Support
o NetBoot

1 Remote Config
1 Configure MBR
1 Multi-Volume
1 Selective




Deploying the Image

NetRestore

® Well used, good
community support

® End-of-Life’d
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o NTFS Support
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Deploying the Image

NetRestore

® Well used, good
community support

® End-of-Life’d

9 Handles HFS
o NTFS Support
o NetBoot

¢ Remote Config
1 Configure MBR
=21 Multi-Volume
1 Selective




Deploying the Image

Disk Utility

® Well used, good
community support

® Apple supported

1 Handles HES
1 NTFS Support
1 NetBoot

1 Remote Config
1 Configure MBR
1 Multi-Volume
1 Selective




Deploying the Image

Disk Utility
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Deploying the Image

Disk Utility

® Well used, good
community support

® Apple supported

9 Handles HFS
o NTFS Support
o NetBoot

¢ Remote Config
1 Configure MBR
=21 Multi-Volume
1 Selective




Deploying the Image

Netlnstall Utility

® Apple Supported

1 Handles HES
1 NTFS Support
1 NetBoot

1 Remote Config
1 Configure MBR
1 Multi-Volume
1 Selective




Deploying the Image

Netlnstall Utility

® Apple Supported

9 Handles HFS
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Deploying the Image

Netlnstall Utility

® Apple Supported

9 Handles HFS
= NTFS Support
1 NetBoot
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Deploying the Image

Netlnstall Utility

® Apple Supported

9 Handles HFS
= NTFS Support
o NetBoot

1 Remote Config
1 Configure MBR
1 Multi-Volume
1 Selective




Deploying the Image

Netlnstall Utility

® Apple Supported

9 Handles HFS
= NTFS Support
o NetBoot

=z Remote Config
1 Configure MBR
1 Multi-Volume
1 Selective




Deploying the Image

WinClone

Open source
Self-extracting package

Maybe no further
development

Good source of tools
and information

1 Handles HES
1 NTFS Support
1 NetBoot

1 Remote Config
1 Configure MBR
1 Multi-Volume
1 Selective
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Deploying the Image

WinClone

Open source
Self-extracting package

Maybe no further
development

Good source of tools
and information

1 Handles HES
o NTFS Support
1 NetBoot

1 Remote Config
o« Configure MBR
1 Multi-Volume
1 Selective




Deploying the Image

BLUR

Created to fit our need 3 Handles HES

HES. NTFS, FAT 23 NTES Support
1 NetBoot

MULEERRIE SR G0 | Remote Config

Python with Cocoa GUI RO TTIERNIZS

a Multi-Volume
Will be open source 1 Selective

BLUR wrapper



Deploying the Image

BLUR

Created to fit our need o Handles HES

HES. NTFS, FAT o NTES Support
o NetBoot

MULHERRIE SR G0 « Remote Config

Python with Cocoa GUI [ERHIATTIERNIZS
9 Multi-Volume
Will be open source o Selective

BLUR wrapper




Deploying the Image

SUESLAIR

This computer is being re-imaged and will be unavailable
for some time. If you think that the process is taking too
long please email:

imaging@rescomp.stanford.edu

Configuration: Multi-Disk Sample Configuration

ImageStor /dev/disk0s2

I Start Repartition Disk (Due to /dev/disk0s3)
o

TempStorage /dev/disk0s3
Volumes Unable to Fit on Disk (Determine Si

WindowsXP /dev/disk0s4
Volumes Unable to Fit on Disk (Allocate Mini

SCUBA /dev/disk0s5
Volumes Unable to Fit on Disk (Allocate Mini

Macintosh HD /dev/disk0s6
Volumes Unable to Fit on Disk (Allocate Mini

BLUR

No user interaction

Uses DMG and gziped dd files

In theory cross-platform

Watch MacEnterprise for
announcements
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Image Maintenance

Possible Goals

® Both OS’s needs periodic maintence

® Keep up with OS and security updates

® Update or add Applications
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Image Maintenance
Strategies

® Manually update both sides
® Periodically Update the volumes as a whole disk

® Use products such as DeepFreeze to reverse
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An Example Solution




An Example Solution

The Environment

® Stanford University Libraries

® Approximately 500 iMacs for student use

® Over 80 locations across campus
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An Example Solution
The Philosophy

® Both platforms are treated equally

® Neither OS can depend on the other for
anything




An Example Solution

Resources

® A RedHat Linux Server
® HTTP: NetBoot (BLUR) and system images
® PHP: BLUR configuration file
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An Example Solution

Partition Scheme

EFI/Unix listing MBR

/dev/diskOs1 1 (invalid)

/dev/diskQs?2 Image Storage 2
/dev/diskOs3
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An Example Solution

Partition Scheme

Using Paragon NTFS for shared space

Windows is how read/write without control

Partitions that need to be hidden are mounted
behlnd a folder W|th restrlctlve perm|55|ons
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An Example Solution
Deployment

® |nstaDMG used to create the Mac base image
® VWindows image captured using PXE boot

® BLUR to partition drives and distribute images
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An Example Solution

Maintenance

® Server can command a computer to re-image at
any time

® Every morning at 3 the computers wake up and
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An Example Solution

Maintenance

® On the Windows side

® Custom domain scripts at login
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An Example Solution

Image Notes

® We use AFS (not Apple’s AFS) for home
directories

® Home-grown folder redirection on Mac

® Single profile on Windows with Documents,
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l essons Learned




l essons Learned

® This takes time, pitfalls abound
® Sysprep removes the Time Zone setting

® iMovie ’06 does not like hidden volumes
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Windows Depoyment
on MacOS X

Q&A

/macworld09-windows-qa
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