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Introductions: Who are we? What do we need to cover here?

8 Modules:

1. Wireless scanning 1: Active stumblers-iStumbler
2. Wireless scanning 2: Passive scanning-Kismac
3. Wireless scanning 3: Physical interference-WiSpy
4. Security 1: Packet sniffing-interarchy, IPnetmonitor, kismac
5. Security 2: AirPort setup-access control tools
6. Security 3: VPN-setup, issues, solutions
7. Client configuration: Setup, issues, solutions
8. Advanced topics: Rogue APs, logging, mapping

Questions---
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Q&A - Users Conference

We are using Google Moderator to take questions for 

this session.

1. Go to http://tinyurl.com/5t55h2

2. Pick the topic that matches this session

3. Sign in using a Google Account

User Name: macworldexpo09

Password:  macworld09

4. Submit the questions you want to ask

5. !"#$%"&%"#'$()*%+,$)#-"&)%.",%/0&#%0&)/$($1

MacLab Session LT



Module 1: Wireless scanning 1: Active stumblers-iStumbler

Concepts: Tools Try this:
• Active only scans
• Sees only broadcasting 
networks
• No packet sniffing
• Completely legal
• Most common wireless 
scanning practice
• Beware of consultants 
who use only this toolset

• Coconut wifi 2.0
• iStumbler 98

• Note signal to noise 
ratio (may be just signal on 
some scanners)
• Can you determine the 
direction of the source? 
How?
• Can this be used with 
external antennas/amps?



Coconut Wifi
Pull-down menu



Airport pull-down menu
hold option click



iStumbler 98



Module 2:   Wireless scanning 2: Passive scanning-Kismac

Concepts: Tools Try this:
• Passive scans, you do not have 
to join the network to sniff
• This is done by using 
“promiscuous mode” which 
inactivates normal active wireless 
use for the interface
• Detects all logical networks: 
tunnels, hidden/closed networks, 
ad hoc networks and some 
others
• Very useful for determining 
SNR, aiming antennas etc.
• Also useful for packet sniffing
• Channel cycles, or you can 
choose one channel (for sniffing, 
SNR analysis)
• Works using internal wireless 
interface or USB interfaces
• Illegal in Germany

• Kismac R319 • Note signal to noise 
ratio 
• Look for more nets than 
you found the first time
• Note packet capture 
selections
• Note also WEP and WPA 
cracking tools included
• How could this help in 
setting up/diagnosing a 
wireless network problem?



KisMac r319



Module 3:   Wireless scanning 3: Physical interference-WiSpy

Concepts: Tools Try this:
• Physical interference is 
anything not generated by a 
wireless device, so has no ID 
info, no packets, no channel ID, 
no data at all
• May be innocuous items you 
have installed without knowing 
they would interfere with your 
wireless networks
• May be intermittent (e.g. 
phones, microwave ovens) or 
constant (e.g. lighting, video 
units)
• May also be random noise, 
not associated with a specific 
device or source (e.g. 
background noise)
• Sources: microwave ovens, 
radar, cordless phones, video 
receivers, satellite dishes, 
compact fluorescent bulbs

•Eakiu WiSpy • Note noise spectra
• How could you use this 
to triangulate on a source?
• How could this be used 
as a tripwire for rogue 
access points?



Eakiu Wi-Spy



Eakiu Wi-Spy



Module 4:   Security 1: Packet sniffing-interarchy, IPnetmonitor, kismac

Concepts: Tools Try this:
• If you have joined a network, 
packet sniffing is very easy, 
using IP netmonitor, interarchy 
or certain terminal commands
• If you cannot join, then 
passive scanning can be done 
using kismac
• Open unencrypted traffic 
includes FTP, webmail, mail (non 
APOP), retrospect backups and 
many more
• All SSL and VPN traffic is 
encrypted

• IP net monitor  2.3
• Interarchy 8.5.4 (old 
version)
• Kismac r319

• Capture packets on 
wireless network you have 
joined
• Browse a web page, note 
traffic decoded as clear 
text
• Login to your webmail 
account, note login and 
password (you can capture 
text and use find 
command in text edit)
• Repeat with VPN, APOP 
mail or SSL text/pages
• Try this with iPhone, both 
in wireless mode and in ad 
hoc mode



TCP dump



TCP dump



Module 5:   Security 2: Airport setup-access control tools

Concepts: Tools Try this:
• Access control blocks certain 
folks from joining your network
• This does not stop them from 
passively sniffing your network
• Access control is the best first in 
keeping nosy folks off of your 
network
• On many networks, once 
wireless access is granted, wired 
assets become vulnerable to 
attack, sniffing, DOS etc.
• Using Apple AirPort Extreme 
(version 7 in this case) you can 
enforce the following access 
control measures:

• WEP-bad, keys can be easily 
broken
• Hardware access control lists 
(HWACL)-bad can be spoofed 
using ethernet utilities
• WPA2-our best best these 
days, changes keys, assures data 
integrity, blocks man in the 
middle attacks

• Apple airport extreme
• Apple airport utility
• ChangeMac 1.5.1
• Elektron

• Setup WEP on an Airport 
extreme station, try to gain 
access
• Note you can crack this 
using kismac
• Setup HWACL on AE unit, 
note your ethernet address, 
and try access
• Note you can change your 
ethernet address using 
ChangeMac 1.5.1
• Repeat above using WPA2
• Combinations of the above 
are also useful
• Elektron or Mac OSX 
leopard server can be used  
to administer many access 
points using HWACL, WPA2 
enterprise and 802.11i



Elektron server



ChangeMac
With this you can defeat HW ACL on 

any network, wired or wireless



Module 6:   Security 3: VPN-setup, issues, solutions

Concepts: Tools Try this:
• Even if you believe you are 
secure in your access practices, 
your traffic can be passively 
gathered
• Encrypted traffic is relatively 
useless to hackers (exceptions: 
business, military, government)
• VPN creates a secure “tunnel” 
between your client and whatever 
VPN endpoint you are connected 
to
• Data can be all encrypted or 
only to certain destinations (see 
network prefs screen)
• Can be used as a remote 
content filter, or as a remote help 
desk using timbuktu or apple 
remote desktop
• VPN config files can be posted 
on web sites or emailed to clients 
for one-click setup

• Apple network 
preferences screen
• Apple OSX leopard 
server

• Using one of the active 
packet sniffers (interarchy 
or IPNM) watch web 
traffic to a client on your 
network
• Have the client join a 
VPN tunnel, repeat
• How did the data you 
gathered change?
• n.b. watch the client 
config, it is easy to connect 
to the VPN and yet have 
traffic not encrypted



VPN client config
n.b. shared secret must be 8 

characters or more



Module 7:   Client configuration: Setup, issues, solutions

Concepts: Tools Try this:

• Clients may be wireless 
laptops or desktops
• You may have to support 
guests (sandbox tips)
• You may have to support 
roaming clients over many 
of your Access Points
• DHCP: yes or no and 
where?
• Open or closed 
networks: why?
• Minimizing client 
confusion
• Clever tricks to 
determine hardware 
addresses

• Apple network 
preferences screen
• Apple AirPort Utility

• Using AirPort utility, 
determine wireless 
ethernet address of 
anonymous client
• Notice the system logs 
and signal strength meters-
useful for AP placement



AirPort log page



Module 8:   Advanced topics: Rogue APs, logging, mapping

Concepts: Tools Try this:

• Beginning with the AirPort   
Utility, note system logs
• syslogd can be setup on panther/
tiger/leopard server to log access 
and refusals on all APs at once-
great for intruder detection
• InterMapper can be used to 
monitor SNR dynamically over 
your network for AP placement 
and location of local noise sources
• Also helpful for mapping out 
traffic patterns, failover plans
• Use CyberGauge to monitor 
traffic in off-times, spot hackers
• Regular passive scans and/or 
Eakiu can be used to monitor and 
locate rogue APs, or serve as 
tripwires/honeypots
• Consider using HWACL on 
wired managed switches, which is 
an easy way to block rogue APs

• Apple network 
preferences screen
• Apple AirPort Utility
•InterMapper 5

• Using AirPort utility, 
notice log activity as you 
login, logout, change 
security policies



syslogd running on Mac OSX Tiger 
Server



InterMapper



InterMapper



CyberGauge



What we’ve learned

Wireless networks are made up of channels 1-11, but there is considerable overlap
Simple stumbler applications can locate active named networks, but not passive ones
Packet sniffing can be done easily if access to the network is gained
Even without access, Kismac can intercept traffic
Solutions: VPN makes traffic encrypted, WPA2 keeps bad folks off your network
RADIUS and WPA2 can be centrally administered using Leopard Server or Elektron on 
both the wireless network and the wired network for a comprehensive solution
Syslog, intermapper and cybergauge can help monitor network health
Antennas and amplifiers both increase range, antennas increase SNR, amplifiers boost 
both noise and signal, adding some noise of their own (raising the noise floor)



Questions
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Fin



Reference: Leopard Wireless client setup

Notice:
Open networks show 
as names
Closed networks must 
be added
If secure, this is 
where you add the 
options 
More on security in a 
bit



Reference: Wireless Access point setup

Basic access 
screen, let’s 
start here
Go to manual 
setup



Basic Wireless Access point setup

Access Point 
identification 
information
A good idea is 
to take a 
screen shot 
(apple-shift-4) 
for later 
reference



Basic Wireless Access point setup

Change the 
name and 
always change 
the password
If you forget it, 
you can always 
reset it with a 
pencil in the 
back



Basic Wireless Access point setup

Network name 
may be unique, 
or for roaming, 
make it the 
same as the 
others
Note no 
security here



Basic Wireless Access point setup

Security 
options
WEP is old 
school, not 
secure
WPA2 is best
Personal is 
between the 
client and the 
AP
Enterprise uses 
a separate 
RADIUS server



Basic Wireless Access point setup

Alternate 
security screen, 
based on MAC 
address of 
client radio
Note default is 
all clients, all 
on



Basic Wireless Access point setup

Central admin 
through a 
RADIUS server
Much more 
elegant, and 
easier to 
manage multiple 
APs



Basic Wireless Access point setup

Internet 
Connection info
Most common is 
share
Bridge is fine, 
always connect 
the outside to 
the circular 
icon, even if 
you plan on 
bridging local 
devices (e.g. 
printers)



Access Point testing: how good is my connection?

Goal: Learn how to evaluate the signal and noise from an Access point 
using a client based application
Tools: AP Grapher



Basic Wireless Access point setup

Access point 
list
Note all stats 
at once for 
comparison



Basic Wireless Access point setup

Access point 
graph
note speed and 
other stats



Basic Wireless Access point monitoring: take two

Pretty graphs 
show client 
signals from 
the Access 
point 
perspective
Very useful for 
AP placement




