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The Problem
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The Problem

® Mac OS X 10.3- does not do any of this
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Windows ACLs

Advanced Security Settings for My Documents
Permizzions | Auditing I Owerier I Effective Permizsions

To wiew mare information about Special permizzions, select a permizzion entry, and then click Edit.

Fermizzion entries:

M ame i Inherited Fram Apply To

Josh Wizenbaker [J0...  Full Contro C:ADocuments a.. This folder, subtolders... |

. SYSTEM . Full Contral CsDocuments a.. Thig f )
Allow Administrators [JOSH...  Full Caontral Bt B Yuls: 3 Thisz folder, subfolders...

® Microsoft has a very nice
filesystem ACL model

® Easy presets for common settings pdd. | Reoe

Inherit fram parent the permiszion entries that apply to child objectz. Include these with entries explicith
defined here.

[~ Replace per on entries an all child objectz with entries shown here that apply to child objectz

Apply |




® Microsoft has a very nice
ﬁlesystem ACL model User or Group Type Permission

Windows ACLs

Access Control List

Access control list entries take precedence over the standard permissions listad above.

Inherited Applies
This fo

! peons Deny Full Control

This fo

I Managers Allow Full Control

® FEasy presets for common settings BRI R R UL T T

This fo




indows ACLs

Permission Entry for My Documents E E

|:| tl |E- C |‘

Thiz permizzion iz inhernted from the parent object.

Mare:  |Josh Wisenbaker [JOSHY ozh Wizenba Change...

Apply onto: | Thiz folder, subfolders and files

Fermizsions: 2l D
Full Cantral
Traverze Faolder / Execute File

¢ Advanced edltlng of individual List Folder / Read Data
AC ES Fead &ttibutes

Fead Extended Attnbutes

Create Folders / Append D ata
Wirite Attributes
Wiite Extended Attributes

be Subfolders and Files

OCEEE0EE0EEAEE
OO00OoOoOooooon

Clear Al




Windows ACLs

® Advanced editing of individual
ACEs

User/Group: managers

Permission Type: Allow |3 ]

Permission
TE Administration
[iq Change Permissions
[iq Change Owner
TE Read
[iq Read Attributes
[iq Read Extended Attributes
EI List Folder Contents (Read Data)
fiq Traverse Folder (Execute File)
[iq Read Permissions
TE Write
[iq Write Attributes
E Write Extended Attributes
fiq Create Files (Write Data)
fiq Create Folder (Append Data)
fiq Delete
E Delete Subfolders and Files
TE Inheritance
E.Applﬁ,f to this folder
El Apply to child folders
El Apply to child files
El Apply to all descendants

Inherited: No




Windows ACLs

Advanced Security Settings for My Documents
Permizzions | Auditing I Owner  Effective Permizsions

ypz the permizzionz that would be granted to the selected group or uzer, bazed an all

: Folder / Execute File
Lizst Folder / Fead Data
. . :
e FEffective Permissions tool

=
— [ni} [n1] [ni}

E E E E E E K E

—

Apply |



Windows ACLs

Effective Permissions Inspector
Drag a user to this window to determine their
effective access privileges.
File/Folder name: Documents
User: josh
Effective access:
| Administration

_ | Change Permissions

_ Change Owner

1<

ad

® Effective Permissions tool

Read attributes

-J-
=]
k|

lead Extended Attributes
List Folder Contents / Read Data

Traverse Folder / Execute File

v
El'.
v
v
V'R

lead Permissions

i

attributes
rite extended attributes
Create Files /
Create Folder / Append Data
ete
I

Del
Delete Subfolders and Files




Why Windows!?
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Basics of ACLs




Basics of ACLs

___._ACLs are evaluatgd from the top down
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Basics of ACLs







First, enable ACLs

O 6 Workgroup Manager: tigerserver.tiger.town

A o e B o A Tt
Admin | Sharing Accounts Preferences Connect Disconnect New Window

A Applications
|# Croups
® Library

" ! Share this item and its contents
EEnahle disk guotas on this volume

# Shared Items EEnahle Access Control Lists on this volume

System

:_|. Users




Next, select a share

" General | Access | Protocols  Network Mount

Owner: tigeradmin Read & Write |5 __
Group: admin Read & Write |5 __
Everyone: Read Only v __

Access Control List

Access control list entries take precedence ower the standard permissions listed abowve.

User or Group Type Permission Inherited Applies To

' Users & Groups '




Add a user or group

Access Control List

Access control list entries take precedence over the standard permission

User or Group Type Permission Inhe

n = '




Add a user or group

" Ceneral | Access | Protocols  Network Mount

Owner: tugeradrmn— Read & Write E __
Croup: .E!|_|;'_:|rr'|||“|— Read & Write Fe __
Everyone: Read Only E __

Access Control List

Access control list entries take precedence over the standard permissions listed above.
Group Type Permission Inherited Applies To
ragers  Allow + Full Control » No This folder.




Check effective
permissions

. Remove inherited entries
4 Make inherited entries explicit

- Propagate permissions...

I. Show Effective Permission Inspector
—'
— as .




Check effective
perm|55|ons

Effective Permissions Inspector

Drag a user to this window to determine their
effective access privileges.

File/Folder name: Documents
User: steve

Effective access:

f Administration

f Change Permissions
f Change Owner

IS

2 F]

L} II-

s

attributes
d Extended Attributes

=
[ =]
)

|"|:I
_|_|

List Folder Contents / Read Data

raverse Folder / I:::-:::ecute File

lead Permissions

r
[ 2]
)

v
V'R
v
v
1,)' :

I
=
[§ 2]

Write attributes

Write extended attributes

te Files [ Write Data

te Folder / Append Data
g

subfolders and Files

'&'&'&'R'R'R




Check effective
perm|55|ons

Effective Permissions Inspector

Drag a user to this window to determine their
effective access privileges.

File/Folder name: Documents
User: josh
Effective access:
| Administration
| Change Permissions

—JCh EL"|_r_:1.::_~ Owner

v R

_|_|

d attributes
d Extended Attributes

T
m
1]
L

|"|:I
_|_|

List Folder Contents / Read Data
raverse Folder [ Execute File
ad Permissions

r-J-_I
m
1

In.
VR
v
v
v

ite attributes
MNrite extended attributes
e Files / Write Data

e Folder / Append Data

yubfolders and Files




Check effective
permissions

Effective Permissions Inspector

Josh is not a member of

Manager's Drag a user to this window to determine their
effective access privileges.

File/Folder name: Documents

Read-only is from POSIX e jozh

Effective access:

Mac OS X evaluates all — Ad = el
P e R . ~ Lhange Permissions
possibilities and composites them

_| Change Owner

v Read

f Read attributes

If an ACE matches for a user ¥ Read Extended Attributes
evaluation stops List Folder Contents / Read Data

v Traverse Folder / Execute File

Read Permissions
Deny ACEs always match first! Write
| Write attributes
| Write extended attributes
Create Files / Write Data

__ Create Folder / Append Data

te Subfolders and Files




Check effective
permissions

Effective Permissions Inspector

® You could add an ACE for josh to

the ACL Drag a user to this window to determine their
effective access privileges.

File/Folder name: Documents
User: josh
Effective access:
| Administration
~ Change Permissions

_| Change Owner

List Folder Contents / Read Data
Traverse Folder / Execute File

v Read Permissions

ite attributes
Write extended attributes

Create Files / W




Everyone can play

the ACL DefaultLocalNode

A

Simpler in many cases to add the
Everyone group Q-
&l D
Accessibility Group 90
Administrators 80
App Server Admins Bl
Application Server 79
appowner 87
Authenticated Users
Binary
certusers
Chat Server Croup
Creator Group
Creator Owner
Dialup

Cuests
HTTP Users




Everyone can play

Effective Permissions Inspector

Owner: tigeradmin " Read & Write

Drag a user to this window to determine their -
effective access privileges. Croup: admin Read & Write

File/Folder name: Documents Everyone: " Read Only

User: josh

Effective access: Access Control List

: - Access control list entries take precedence over the standard permissions listed abowe.
_ Administration
User or Group Type Permission Inherited Applies To
Managers - ' |
7 Change Owner A g Allow Full Control v No This fold

v Read A everyone Allow Custom » No This fold

| Change Permissions

‘ﬂ_"'r Read attributes

‘ﬂ_"'r Read Extended Attributes

‘ﬂ_"'r List Folder Contents / Read Data
v_"'r [raverse Folder / Execute File

‘ﬂ_"'r Read Permissions

— write

"’.'F Write attributes

w_"r Write extended attributes

‘ﬂ_"r Create Files / Write Data

‘ﬂ_"r Create Folder / Append Data
| Delete

| Delete Subfolders and Files

 Users & Croups J.




Everyone can play

® You could add an ACE for josh to

the ACL '__Appie File Settings

® Simpler in many cases to add the

Everyone group W Share this item using AFP

W Allow AFP guest access

® Combined with ACL inheritance, Custom AFP name:

this also provides a way around
the broken AFP inherit
permissions feature

Documents

Default permissions for new files and folders

*  Use standard POSIX behavior

nherit permissions from parent




Four Inheritance Methods

e Apply to this folder




Four Inheritance Methods

e Apply to this folder

e Apply to child folders




Four Inheritance Methods

e Apply to this folder

e Apply to child folders

g Apply to child files
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Four Inheritance Methods

e Apply to this folder

e Apply to child folders

L Apply to child files
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Propagation

Propagation happens at two
specific times

At file or folder creation time

When you select Propagate
permissions... in Workgroup
Manager

Select the information you want to propagate to

Remove inherited entries
Make inherited entries explicit

Show Effective Permission Inspector

( Cancel ) [ OK )




[ Share Points = All

|# Groups > ||

[ Public I~ [ ¥ Projects
X Users P

| Documents

Propagation

Ceneral | Access | Protocols  Network Mount

Owner: tH;.]E'rEu:lr‘r'llr'l— Read & Write |y __
Croup: =u:1r‘r1|n— Read Only E __
Everyone: _ReadOnly 3]

Access Control List

Access control list entries take precedence over the standard permissions listed above.

User or Group Type Permission Inherited Applies To




Inheritance

Access Control List

Access control list entries take precedence over the standard permissions listed above.

® Files and folders inherent ACEs ed Applies To
from propagation

This folder. Child files. Child folders. All descendants.
This folder.




Inheritance

Files and folders inherent ACEs Bcresscomtool st
from pr'opagation Access control list entries take precedence over the standard permissions listed abow
User or Croup Type Permission Inherited App
A Managers Allow Full Control v Yes Thi
Inherited ACEs are dimmed and i Everyone Allow Custom * Yas Thi

noted




Inheritance

Files and folders inherent ACEs
from propagation

| S

Remove inherited entries

Inherited ACEs are dimmed and

Make inherited entries explicit
noted

Propagate permissions...

Show Effective Permission Inspector

You can remove inherited ACEs
or make them explicit for editing



File ACL Tips

e Keep it simple

i e L e B TR

T e ey N _‘ L= k] e ¥ [ B =t i e I g <5 L h E T 1 A L B oy o - 2 o e B L el LB e B Ao =
P P I L ST ' h ay T2 - Y LN R Tl e NS L A 5! Lt iR ."_H et i.:":: el ]
. .-_J Py R ._.\:.. ) el k! : L'r:‘:r ri"'ﬁ- ‘.‘-.{f'._. é E- r? ‘ il . ‘-" '-'p.n .F ' ._"-".._ = P ) . L N '__ % iy it AT = = gl : "

=y - > ) el D










General Network Date & Time Certificates | Access ‘

) Allow all users and groups
qu Use same access for all services __ Allow only users and groups below:
Service Mame
LIrad users al Z_| groups | to the

'. Owverview Logs System Craphs Update | Settings ]







Directory Access Control

® DACGs allow you to restrict access to any part of the

GDARdb
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Directory Access Control

® First, enable the inspector and
select the All Records bull’s eye

® Next, select AccessControls

@~ Authenticated as diradmin to direct

A R T e

{ Mative

¥ AccessControls '

— AFPServer -




Directory Access Control

® First, enable the inspector and
select the All Records bull’s eye

. _y,
Next, select AccessControls Filter: | - Record Size: 836 bytes

. MName Size Value
® Twiddle open the v AccessControlEntry(4) 817 bytes
AccessControlEntry attribute 2 1000:access to attr=us

1100:access to attr=a

1200:access to attr=a
1999:access to * by so
/LDAPv3/127.0.0.1




Directory Access Control

Attribute Name: dsAttrTypeStandard:AccessControlEntry

® First, enable the inspector and
select the All Records bull’s eye

Text:

1000:access to attr=userFPassword by self write by sockurl="ldapi/
2Fldapi® write by group/posixGroup/
memberUid="cn=admin,cn=groups,dc=dhcp172-21510n169,dc=09
® Next, select AccessControls " write by * read|

® Jwiddle open the
AccessControlEntry attribute

: . Hexadecimal:
® Select a value and click edit or

37320 746F 2061 7474723d 757365
create a new value . . -

72756625 ;

&f 75702f6d € 55 725 30226362 3d61646d 69

aad 64 are 31: A0 3231331 . JG A2ceda3 3d.
65732064

( Search in Text )




What about non-servers?

® You can enable ACLS on a volume SO6 l[erminal — bash — bash (ttypl)
W|th the fsaclctli command ~ dhcpl72-21510n78:~ josh$ sudo fsaclctl -p / -e
Stis b il s e L e o s e "*- Password:

- dhcpl72-21510n78:~ josh$ touch somefile

dhcpl72-21510n78:~ josh$ 1s -le somefile

-rw-r--r-- 1 josh josh @ Jun 1 08:06 somefile
dhcpl72-21s10n78:~ josh$ chmod +a "tech allow delete” somefile
dhcpl72-21510n78:~ josh$ 1s -le somefile

-M-r--r-- + 1 josh josh @ Jun 1 ©8:06 somefile

@: user:tech allow delete
dhcpl72-21510n78:~ joshs$ ||




Summing up

~® Apple now has pervasn_/e ACL support
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