Working Wireless Networks

Dr. Bill Wiecking, Volcano Wireless Networks

Wireless networking is changing the way we use computing resources at home and at work. Learn how best to design, install, and administer wireless networks at home, office, or for large campuses. You will be guided on the best way to run a wireless network, as well as how not to run one, covering wireless security issues, and cutting-edge methods to make your network safe, secure, and reliable. Recent issues involving privacy and hacking have brought many of these issues to light, yet still 80% of most wireless networks lack even the most basic privacy options.

You need not be an expert to gain from this workshop, but you will probably feel like one afterwards.

We will begin with wireless basics, including the physical nature of the radio waves used, and how to deal with coverage and other design issues.

We will follow with sample setup scenarios, so that you can adapt what we are learning to your specific needs.

We'll then cover administration and the tools necessary to detect other networks, as well as wisely modify your own network.

Day two will begin with wireless security, seen first from the "white-hat" side, then from the dark side, covering the alphabet soup of WEP,WPA, VPN and other means to secure your clients.

We'll finish with advanced topics, such as long distances (up to 40 miles), roaming, WDS, and remote base stations.

Interoperability will be a consistent topic throughout, so you will be able to support all clients, and allow many wireless products to cohabitate on your network.

Entry skills are basic network proficiency, and bringing along a laptop is highly recommended.
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Survey work: scanners, network issues, interference
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Wireless Security Basics

Advanced Wireless Security

Extreme Wireless
Monday, October 31, 2005

Wireless Basics

Wired vs. Wireless networks, how they differ, what you need to know to move to wireless. User issues, setup, repair and maintenance: learn what is necessary and what is desirable. Wireless radio fundamentals: how to make this do what you want, and avoid what you don’t.

Wireless Setup/Case Studies

We’ll begin with several common scenarios for wireless deployment: SOHO, School/college campus, large business,  and extreme users. In each, common trouble spots will be covered with ways to avoid these pitfalls. WDS will be covered, as well as roaming users, DHCP configurations, design configurations, layout, user issues and site surveys.

Survey work: scanners, network issues, interference

Is that a hacker blocking me or just too many trees? Learn about the most common errors in setting up a wireless network, and how to use advanced tools to design and diagnose a working wireless network. Wireless scanning tools will be used in white-hat mode for this section, to be followed tomorrow by the black-hat approach. Physical and logical interference issues will be covered, as well as antenna and amplifier basics.

Tuesday, November 1, 2005

Wireless Security Basics

How secure do you think your network is, and how secure is it really? Using wireless scanners, LAN scanning tools and other devices we will act as black hats on several test networks. We will also learn the vulnerabilities in several common networking protocols, including FTP, retrospect and web based email. War-walking and war-driving will be covered with practical examples and setups to try out.

Advanced Wireless Security

OK, now we know how insecure our networks are, let’s figure out how to protect them: Wireless encryption standards will be covered including WEP, WPA 1 and 2.  We’ll follow this with a test VPN setup, from soup to nuts using Panther or Tiger OSX server. We’ll see that using a VPN can be safe, easy and secure, or not depending on how you deploy it. Tunneling and other alternative methods will also be covered.

Complete setup of a RADIUS server using Airport Extreme and Elektron will be demonstrated.

Extreme wireless

Wireless is designed to cover 150 feet-learn how to extend this to 40 miles or more using antennas, amplifiers and smart design steps for point-to-point as well as regional ISP wireless uses. How many clients can a network support? Learn how to build for growth and security at the same time, saving time and money in the long run. Interoperability with other vendors and protocols will be covered as well as advanced topics in Wireless: where do we go in the alphabet soup of 802.11 protocols.

Speaker Biographies:

Dr. Bill Wiecking has been active in the Mac world since the Apple II days, and began his forays into wireless with his first graphite airport, which he took apart right away. Since then, he has created wireless networks extending 60 miles into Denali National Park in Alaska, and created a network of wireless buses on several of the Hawaiian Islands with 30+ mile range. He lives on the big island of Hawaii (the one with the active volcanoes) halfway between wireless heaven and wireless hell, with his tolerant wife and kids.

