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www.isc.org

2/3 of all DNS servers

Open Source

On both client and server

BIND 9



Global Hierarchy

13 Root servers
then TLD servers
finally authoritative server



/var/named

/etc/named.conf

Local Files



A

CNAME

NS

MX



name to IP address

A Record

afp548.com.             21104   IN      A       66.92.146.93



name to name

CNAME Record

www.apple.com.          1800    IN      CNAME   www.apple.com.akadns.net.



the authoritative server for this domain

NS Record

afp548.com.             21104   IN      NS      udns1.ultradns.net.



mail server for this domain

MX Record

afp548.com.             86400   IN      MX      10 mrsgale.fates.org.
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/var/named/db.*

where the actual records are kept



guided text editor

best for basic editsOS X Server GUI



Demo
DNS on OS X Server



to surf the webto use Kerberosto do most anything



does not have any local records

does not lookup any answers

only forwards DNS off to another system

Forwarding Only



Demo







use CLI tools

check  for basic network connectivity

ping

use another DNS server

T

roubleshooting



O'Reilly's DNS and BIND book

Apple Server Documentation

More Resources













Add new interfaces



Multi-home

Duplicate the interface and add a new IP 
address to that interface
Add a new physical interface



configd



/Library/Preferences/
SystemConfiguration/preferences.plist

Kernel Event Monitor

Configuration Agents

IP AT PPP

Route Table

IP Monitor



Route 

Route 







ping

traceroute

Network Utility

Troubleshooting



turning one IP into many

more and more common

need to be aware of issues

NAT





Network Prefer





natd

ipfw

NAT processes





Questions?
Routing/NAT



VPN

SSH
PPTP
IPSec

L2TP/IPSec



Protections

SSH
VPN
SSL
S/MIME





Simple Connection



Tunnel

ssh mactroll@www.afp548.com -L 1025:localhost:25



22

ssh

ssh mactroll@www.afp548.com -L 1025:localhost:25

251025



Tunnel to another host

ssh mactroll@www

.afp548.com -L

024 5:10.0.37.5:25





Reverse Tunnel

ssh mactroll@12.57.8.23 -R 1080:10.0.37.5:80



22

ssh

ssh mactroll@www.afp548.com -L 1025:10.0.37.5:25





PPTP

Least secure





IPSec

Very secure
Supported by most firewall vendors
Server - Unix/Linux, OSXS 10.2 and



1. Introduction to IPSec







L2TP/IPSec Support

Cisco
Microsoft
Apple (OS X 10.3)
Free S/WAN



IPSec Support

CheckPoint
SonicWALL
NetScreen
Watchguard
Linksys
Draytek
Free S/WAN



Impediments to Adoption

Awareness of need
Potentially brutal to configur



2. Implementation



















VPN Tracker
www.vpntracker.com



VPN Tracker

Most comprehensive
Commercial - $200/user for Pro version
IPSec





VaporSec
www.afp548.com







IPSecuritaswww.lobotomo.com



IPSecuritas

Cocoa application





4. Case Studies





Equipment

Inexpensive VPN Router

IPSec client software

Internet connection that 
allows IPSec 
passthrough

Linksys BEFVP41
$100



Setup

Enable ISPec configuration on the router
Configure client software
Test, test, and test some more
VPN from insecure network

Time To Deploy - 1 hour







Equipment

VPN Router or IPSec 
software on NAT 
gateways

No client-side 
configuration

SonicWALL SOHO3
$900



ConÞgure the VPN appliances or gateway machinesTurn it onConnect from client machine as normal





Other Uses

Corporate LAN to remote home user - no 
client software needed
Integrate with remote VPN users also
Can be done entiAN to r e on OS X











IV. Wireless
Replacing WEP with IPSec





Setup







Questions





OSXS VPN Server

PPTP or L2TP/IPSec
not IPSec alone











SSL

HTTP
LDAP
SMTP
POP/IMAP



Getting an SSL cert

Purchase - abouw.
100/yr
www.instantssl.com
www.qualityssl.com

Roll your own



Roll your own

Generate Certificate Authority (CA)
Generate Cert. Signing Request (CSR)
Sign CSR into a Cert
Install Cert



Demo
OS X Server SSL











SnifÞng

Listening on the wire



Packet Sniffing

very hard to detect
very easy to doT 48 0 0 -48 285.347 357 Tm /F1.0 3i tei53617
0 0 0.813617 90 416.57 cm /Fm2 
o Q /Cs1 cs 0 0 0 sc q 1 0 0 -1 0 768 c 51T 48 0 0 -48 125.inte Tm /
f (Packet Sniffi) Tj ET Q q 1 0
0 -1 014.73 51T 48 0 0 -48 125. 0 1s p 113.s going acr/F1.0 1 Tfcket Sniffi





Demo
tcpdump







Other sniffersEtherpeek



How to protect yourself

use switches not hubs
secure your protocols - SSL
secure your network - VPN






