Advanced Wireless Networks Workshop: "The State of Wireless 2007"

Bio:

Dr. Bill Wiecking's first work with Apple began in 1978, and as soon as Apple released the first Airport, his first response was to take the unit apart. Some of these first modified units still function in a wireless network covering some 800 square miles of the Big Island of Hawaii, where he lives and teaches. Following a philosophy of "the best way to learn is to do", Dr. Wiecking's workshops emphasize hands-on learning, with cutting edge hardware, software, and techniques. Hawaii is a prime location for wireless development, with large expanses of wilderness allowing for unique solutions to problems. His latest project involved the development of an 802.11g wireless network 40 miles into Denali National Park in Alaska, using solar and wind power, and a mobile wireless lab for field study.

Audience:

CIO, CTO

IT Manager, Administrator, Executive

Network Manager, Administrator, Technician

Member of Technical Staff

Apple Consultant

Consultant

Lab Manager, Administrator, Technician

Small offiice/home office (SOHO) user

Campus user

Business user

Prerequisites:

Familiarity with basic networking terms is desirable but not necessary as well will cover wireless networking from basics to advanced. Participants bringing their own laptops will be able to use them to test out the various wireless tools and techniques. We will provide a CD as well as a resource website with all the tools you will need to become a wireless guru.

Course Overview

Wireless networking is about to undergo major changes, with 802.11n, or Airport Extreme X2 and X4. Starting with the basics of wireless networks, we will show how to design, deploy and test wireless networks using both current 802.11 flavors then expanding to the next generation: 802.11n. Comprehensive security tools will be explained and demonstrated hands-on, with samples of the latest security tools implemented: WPA2, RADIUS, and the tools hackers use to intercept wireless networks. Extreme wireless will take this to the limit, demonstrating amplifier and antenna uses for your network, and the implications 802.11n will have on your present network, as well as what it will enable us to do beyond present solutions.

Course Highlights

Day One:

Session One:
Wireless basics:
Wired vs. wireless, uses, pros and cons

What is possible, what is desirable

Radio fundamentals: 802.11 flavors, a/b/g and the latest: 802.11n

Airport X2? X4? what are the new aspects of 802.11n? How can I deploy it, troubleshoot it, what will it enable us to do?

Description:

Learn the differences between wired and wireless networks, from both a users' and a security and maintenance standpoint. How does an IT manager locate wireless clients, both good users and bad users? How then does one diagnose local network issues? What new wrinkles are introduced in using DHCP on your network? How best to administer the access rules? Use ACL lists or WPA/RADIUS? These are some of the basics covered in this session. A brief overview of radio fundamentals is also presented, to help clear some of the "black art" aspect of wireless deployments. Range, coverage, and speed issues are addressed, with an emphasis on reliable, safe network delivery. How this will be affected by the latest 802.11n protocol will also be discussed: MIMO, diversity, beam focusing, dual bands, up to 600 mb/s data rates and what this means for future deployments as well as integration into your present network.

Project:

Basic wireless network scans: Access points, clients, tunnels and ad-hoc networks. From the wired and wireless side. Learn what is competing with your wireless network from the start. Wireless interference, both logical and physical will be demonstrated, with implications to your network design and installation.

We can then move on to planning how to setup your network. Will DHCP be needed? Will your clients be limited in location or roaming? What user issues can you expect?

Session Two:
Wireless Setups:
Common scenarios-SOHO (small office, home office), wireless campus (multiple access points, with roaming), remote repeaters using WDS

Design considerations, layout, users, DHCP vs. fixed IPs, channels, controlling your network with antennas.

Description:

Common scenarios are developed, with suggestions from the group: small offices are the start, addressing the basics of the transition from wired to wireless office, what can and cannot be done, what new abilities does this enable your users, and what are the most common pitfalls of such installations. Basic firewall configurations will be covered for the SOHO user as well, featuring the Apple Airport Extreme basic and USB/printer sharing models.

This is then developed into the multiple access point network, with issues such as roaming, DHCP, access control lists, RADIUS servers, and other issues common to more complex networks. Wireless Distribution Service (WDS) is also covered as an option unique to Apple Airport Extreme networks.

Long range networks are also presented, introducing antennas, amplifiers, and channel filters, which can also be used in the first two cases for network shaping and allocation. How will the new 802.11n impact your antenna and amplifier strategies?

Project:

Airport Extreme basic setup will be the first part of this project, followed by WDS in main, remote and repeater modes. 802.11b/g amps will be used to increase range of the base and client.

Session Three:
Wireless Survey work:
How well did your network installation come out?

Wireless survey tools: Kismac, MacStumbler, Airport Monitor Utility

Interference: physical and logical

Description:

Wireless network surveys are so often ignored in many wireless deployments. We will learn how to setup equipment and software to perform a valuable pre-installation assessment, as well as a functional assessment after installation, to keep your network safe, reliable, and accessible. Wireless hacker tools will also be demonstrated, to learn what tools the dark side has, and how to prevent unwanted access to your network. Interference follows this study, with both actual and theoretical problems and solutions covered. Off the shelf and home-brew tools will be used and evaluated.

Project:

"War-walking" will be the first part of our project, using wireless scanning tools such as Kismac and MacStumbler. Identity of WEP, WPA, open, closed and invisible networks will be demonstrated.Usually undetected point to point tunnels will be uncovered in this project. Use of these tools to plan, diagnose, secure and optimize your wireless network will be clearly demonstrated and shared.

Day Two

Session Four:
Wireless security basics:
How secure is your network?

How secure do you need it to be?

From whom?

Wireless scanners: the dark side

White hats, black hats and grey hats

Description:

Following the hacker demonstrations of the previous session, we will cover the 5 basic levels of wireless security, with recommendations for the latest security practices (WPA2) and how to make these solutions work with both Apple and other vendors' equipment. Practice intrusions will be performed, to demonstrate the need for best practices.

Project:

Using the Airport Extreme we will setup three versions of WPA: WPA local, from client to AE, WPA enterprise to a local RADIUS server (running Elektron or MacRADIUS), and WPA to a web based WPA vendor. WPA and WPA2 will be part of our test, running the latest versions of AE software (5.7). Weaknesses in WEP will also be demonstrated as we crack a WEP password in real time. Using Etherpeek we will demonstrate the folly of unprotected networks, even those seen at popular coffee shops. We will scan a network, then apply the five basic steps in securing the network to see how each layer adds to our overall security to create a comprehensive security regime, integrating wired and wireless elements for maximum ease of use and maintenance.

Session Five:
Wireless security-advanced
WAP, WEP, and other security steps

VPN and tunneling with OSX Panther server

Description:

Taking these steps further, we will learn how to setup and administer a WEP and WPA network, how to maintain ACL lists, and to explore the balance between client ease-of-use and network security. Setup and use of VPN solutions will also be covered, in particular that included in OSX Panther and Tiger server (L2TP). We will then revisit our hacker tools, to see what a difference VPN solutions can make in your network.

Project:

Using Panther and Tiger server on a local machine, we will setup a VPN server, then test the server with wireless sniffing tools to verify the security of our network. User deployment issues will also be covered, beginning with OSX Panther and Tiger users. Cool VPN tricks will also be used (Timbuktu® administration of a local network from a remote wireless location).

Rescanning these more secure wireless networks will demonstrate our guru-like skills.

Session Six:
Extreme Wireless:
Long distances (up to 40 miles)

Many many clients (e.g. college campuses)

WDS using Airport Extreme and Airport Express

Amplifiers: legal and otherwise

Antennas: legal and otherwise

Interoperability with other systems (802.11b, g, a and n)

Interoperability with other vendors (Cisco, Linksys, Buffalo, Netgear, D-Link)

Advanced topics-the future of wireless, and how you can prepare for it, 802.11n and what parts of what we know will be useful/critical

Airport Extreme X2? X4? 600 mb/s data rates, greater range, MIMO, diversity, beam focusing, and more. What will this mean for home/enterprise and mobile users?

Description:

The really fringe users will love this section, where we take all of our tools to create usable networks up to 40 miles away, at speeds many times that of local ISP connections (6-24 mb/s). The use of Apple Airport Extreme will be covered, as well as other complementary technologies such as Karlnet bridges and the more exotic amplifiers and antennas in use for distance deployments. These will be extended into Airport X2 (802.11n), as well as other 802.x technologies on the horizon.

Project:

Setup of a long distance network, using amplifiers, antennas and scanners. How far can you go? How far can hackers go? Point to point links will be setup as well as point to multi-point networks will be created using WDS and Karlnet bridging software.
