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Determine Your Requirements

® How often do you need to image!

® How quick do you need the restore
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Determine Your Resources

® How much time can you dedicate to setting

up the image!

® Do you have fast (100 mb/switched)
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Methods of Booting

e DVD
® USB Flash Drives

FireWire Drives




Bootable DVDs

® Pros:

® Theyre Cheap!

® Network is not required (but can be used)
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Bootable DVDs

® Cons:
® Slow to restore images directly from

® Can be difficult to run 3rd party restore
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USB Flash Drives

® Pros:
® Convenient - Easily fits in a shirt pocket

® Re-writable, easier to update
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USB Flash Drives

e Cons:
® Only* Intel Macs can boot with them

® | imited data size (8 GB today)
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USB Flash Drives

® | ook for these things:

e USB 2.0

® Durable
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FireWire Drives

® Pros:

® Very fast for booting and restoring from

° Large data storage size for Iarge/multlple
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FireWire Drives

® Cons:

® Expensive

o Fragile



NetBoot

® Pros:
® Very convenient - No media required!

® Uses network for everything
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NetBoot

® Cons:
® Slower than FireWire hard drives
® Requires Mac OS X Server

® Must have DHCP on the same segment
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Netlnstall

® Uses NetBoot with a special image
® Pros:

® Very convenient - No media required!
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Netlnstall

e Cons:
® Difficult to run third party tools

® Slower than FireWire hard drives
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Booting lips

® Choose the correct partition scheme based
on the type of Mac to boot:

® PowerPC (G3, G4, G5)
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Booting [ips

® Disk Utility’s Partition tab, click ‘Options...

USB FLASH DRIVE Media

Mew Image Infa Eject

— - First Aid . Erase Partition RAID . Restore
.9 GB FUJITSU MHV20... —

 Macintosh HD
3.8 GB USB FLASH DRIVE...

Volume Scheme: Volume Information

1 Partition e

ApacerFlashDrive ) Name: Ap acerFIashDr'we|

Format: Mac O5 Extended (Journaled)

Size: . CB

! Locked for editing

__ Install Mac OS5 9 Disk Driy

ApacerFlashDrive To create a volume that cadfserve as a Mac 05 9

start up disk, select Macdls 9 Drivers installed.

Select the disk you gnt to partition and choose a
wvolume scheme. Lk each volume represented in
the scheme and Pecify a volume name, format,
and size. Clickdartition.

" Options... " Revert ) [ Partition

Disk Description - LASH DRIVE Media Total Capacity: 3.8 GB (4,127,195,136 B
Connection Bus: US Write Status : Read/Write
Connection Type : External S.M.ART. Status : Not Supported
USB Serial Number: 19691E00020F




Booting [ips
® Use ‘Apple Partition Map’ for PowerPC Macs

Choose a partition scheme appropriate for the way you will use
this disk:

"~ GUID Partition Table

To use the disk to start up an Intel-based Macintosh computer

) Apple Partition Map

To use the disk to start up a PowerPC-based Macintosh computer or to
use the disk as a non-startup disk with any Mac

: Master Boot Recaord

To use the disk to start up DOS and Windows computers, or to use with
devices that require a DOS-compatible or Windows-compatible partition

" Default © cancel ) ek )




Booting [ips
® Use ‘GUID Partition Table’ for Intel Macs

Choose a partition scheme appropriate for the way you will use
this disk:
#) GUID Partition Table

To use the disk to start up an Intel-based Macintosh computer

_ Apple Partition Map

To use the disk to start up a PowerPC-based Macintosh computer or to
use the disk as a non-startup disk with any Mac

_ Master Boot Record

To use the disk to start up DOS and Windows computers, or to use with
devices that require a DOS-compatible or Windows-compatible partition

_ Default } Cancel




Step 2:
Get the bits




Deployment Methods
® Apple’s Disk Utility

® Scripts - hook into ‘asr’

U




Apple’s Disk Utility

Select ‘Macintosh cabii
HD’ volume, click ‘i‘ =

—— j E

Re Sto re ta. b Burn New Image Convert Verify

= 55.9 GB FUJITSU MHV2...

! Macintosh HD

Drag Image to
Source field

~ApacerFlashDrive

Drag ‘Macintosh
HD’ volume to
Destination

Check ‘Erase
Destination’ box

Click ‘Restore’

3.8 GB USE FLASH DRIV...

Disk Utility

First Aid | Restore '1

To restore a disk, select a source disk image or volume and a destination disk, and
click the Restore button.

+ You can use a local disk or disk image file on any mounted volume as the source.
You can also specify a disk image file from a web server by typing in the http:// url
(or drag it from a browser).

s You can prepare a disk image for restoring by selecting 'Scan image for Restore’
from the Images menu. This allows a volume to be checksummed after a disk image is
restored.

Drag a disk, choose a disk image, or type a URL
from which to restore.

Source: 3| 10.4.8-Master-Image.dmg Image...

Drag a disk here to restore onto it.

Destination: _} Macintosh HD

!21 Erase Destination " Skip Checksum




Scripts

® AppleScript, Shell, Perl, Python, Ruby, etc.

® Script Apple’s command line ‘asr’ utility

® Specify image or volume to restore and
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Scripts

® Read the “man” page for asr!

® Open /Applications/Utilities/ Terminal.app

Terminal — grotty — 80x25

o
. /O m a n as r ASR{EY ESD System Monoger 's Manual ASR(E)

NAME
asr —— Apple Software Restore; copy wolumes (e.g. from disk images)

SYNOPSIS

werbh [options]

restore —source source —target target [optionz]
SETYET —SOUrCce source —coonfig configuration [optiohs]
restore —source gsr ./ Ssource —fFile file [options]
imOQESCON —source [options] image

help | version

ARARA A

DESCRIPTION
asr efficiently copies dizk images onto volumes, either directly or viao o
multicast network stream. asT con alzo accurately clone volumes without
the use of an intermediate disk image.

In its first form, asr copies source (usually o disk imoge, potentially
on an HTTP server) to torget. source con be specified using o path in

the filesvstem, or an http or https URL. It caon also be an asr:// UEL to
indicate a multicast source. asr can also be invoked with its second
form to act as g multicast server. In its third form, asr will restore o




PSU Blast Image Config

® Developed by Justin Elliott, PSU

® Used at Penn State University to image all 655
student lab and special purpose Macs

® Used by many system admins in industry and
education



http://tinyurl.com/5xhrv
http://tinyurl.com/5xhrv
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NetRestore Sl

O T

® Developed by Mike Bombich

® Used by many system admins in industry and
education

® Can be fully automated, pre/post restore scripts
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http://www.bombich.com
http://www.bombich.com

Mix and Match!

® Boot with USB Flash drive, restore base image
via asr over http, reboot, restore more data
via Radmind, FileVVave, or....

® Boot with FireWire hard disk, restore full
image with PSU BIC, or ...

® Boot with DVD, restore via asr over http, or...

® Boot via NetBoot, restore image via network
via NetRestore or PSU BIC, or ...

® Many options!



Deployment




Our Environment

- ~1500 Macs

- Multiple cities: New York, Nashville, Miami, Santa Monica,
Burbank

- Many offsite productions
- NetRestore Helper used for initial imaging
- FileWave used for software pushes and pulls

- Timbuktu and ARD used for user management/
troubleshooting




Why don’t we use NetBoot/Netinstall?

- It’s our network, complex with the many regions.
- Doesn’t help with the rental company or offsite productions.
- IT politics.




+ AS
+ AS
* AS
+ AS

R wit
R wit
R wit

R wit

What we did/do use.

N a local source on a bootable DVD.
N an http source using a bootable DVD.
N a local source on the bootable local FireWire drive.

N an http source using a bootable local FireWire drive.




Bootable DVD Requirements

 Needs to boot in about 2 minutes.

- Needs to boot both PPC and Intel Macs.

* Needs to have the Terminal application on it.
- Needs to have network capabilities.




The Solution

- Mac OS X Server 10.4.7 Universal DVD
- You can use the 10-user or unlimited user.




Modifying the DVD

- Insert the DVD, launch Apple’s Disk Utility, highlight the Mac OS
X Server Install Disc in the left window, goto File-New-Disk
Image from disk...(Mac OS X Server Install Disc), give the
Image a name, choose read/write as the Image Format, choose
none for Encryption

@ Disk Utility | File | Edit Images Window Help
New Window #EN 5t A Y B 15 AR
3 Blank Disk Image...
Open Disk Image... 30

Close s\ Disk Image from Fo

Cet Info £ &

Unmount Volume U
Eject Volume HE

Convert Image
Page Setup...

06 Jer.v.er \nst-a.ll.l Disc —
] Save As: Mac OS X Server rw

New Image

Where: [ Desktop

| First Aid Erase

4 GB MATSHIT.
Format r

Encryption: none

Cancel f

Mount Point stall Disc Capacit
Format te Available :
Write Status ¥ Used :
Number of Folders Number of File




Trim it up

- Mount the read/write image and delete the following:
— /Documentation
— /Other Installs
— /Migration Tools
- /System/Installation/CDIS
- /System/Installation/Packages

- This will leave you with ~3.8 GB free.

- If your base Mac OS X image is less than this, you could create
an Image folder and set your ASR script to restore your image
from there. asr -source /

<path to your image on the DVD> -target /Volumes/Macintosh\
HD/ -erase -noprompt




The rc.launchapp File

- This file, when placed in the /etc folder on the DVD image, will

launch Terminal as the frontmost application after the boot
Process.

o TextWrangler File Edit Text View Search Tools Window #!
e006

™ rc.launchapp
3 | [y pm  Last Saved: 08/25/06 10:13:28 AM
— File Path: ~/Desktop/rc.launchapp
] redaunchapp

Documents
#1/binsh

< ¥ rclaunchapp

¥ oL lauwnchapp
#

Ffetefro.cdrom.postlS called us ...
our turn to run oo utility app

Pra

fApplicationsAUtilities/Terminal .app/Contents Macls Terminal

II-".:—_ bin I."Ir'-Etl oot

]




Setting up the Terminal Window

- Launch the Terminal application on another Mac. Select
Terminal-Window Settings.

File Edit Scrollback Font Window Help

About Terminal - -
€ minal — sh — 8

na  Preferences.. 8, ot ]l
Services >
Hide Terminal #H
Hide Others #H
Show All
Quit Terminal #Q

» Choose your settings and click the “Use Settings as Defaults”
button when you are done.

minal Inspector Terminal Inspector Terminal Inspector

Display | Window =

Standard color s Cursor Style: Dimensions:
Green on black fozd “ M Biock

rline

Cursor Selection 0

election cal Bar 30 R

100 Columns

Bold T
Title:
Background Settir Terminal
@ Use this b

_/ Use an im

Use Settin afa ] | Use Settin Defaults | { Use Settir




Setting up the Terminal Window

- Select Terminal-Preferences

- Select the button for Execute this command (specify complete
path) and enter the path to your shell script. This is the path
where we will be placing the script on the DVD image.

8 0OC Terminal Preferences

When creating a new Terminal window:

_ Execute the default login shell using fusr/bin/login
f*) Execute this command (specify complete path):

fvar/root/RESTORE]|

Declare terminal type (3TERM) as: wterm-color

"~ | Open a saved .term file when Terminal starts:




Setting up the Terminal Window

»+ On the Mac you created the Terminal preferences, go to ~/
Library/Preferences and copy the “com.apple.Terminal.plist” file
to the /var/root/Library/Preferences folder on the DVD image
(create the folder if it does not exist).




Tools to add

- Using a full Tiger OS, copy these items over to their
corresponding places on the DVD image:

cut from /usr/bin to /usr/bin

OFPW from /NetRestore/Resources/Post-actions/bin to
usr/bin

byhost_fix from /NetRestore/Resources/Post-actions/bin
to usr/bin

ntptimeset from /usr/sbin to /usr/sbin

All items (countries) from /usr/share/zoneinfo to /usr/
share/zoneinfo

ntp.conf, located in /etc, contains network time server
info, edit it for your company, place it in /etc

® 0 ntp.conf
zerver tick.company.com minpoll 12 maxpoll 17
zerver tock.company.com minpoll 12 maxpoll 17




Tools to add

— Create a symbolic link for your location in the Terminal,
example:

ln -s /usr/share/zoneinfo/America/New_York

— rename this file “localtime” and replace the current “localtime”
file in /etc with it.




Last Year’s Shell Script

- This script would automatically image the target Mac with the
image file burned onto the Image DVD.

e 06 = RESTORE

Last Saved: 1
File Path: ~/

ing the net L ime cified in the ntp.conf file,
hiat only 1 L and

#Outputs the date to the screen
date

#lutput=s the IF =
| grep | arep -

ial number to the

Open Firmware Pa: "bananas
= bananas

cur i ty—-mode

opFPC.dmg —targ ! acint f —erose —noprompt
#*hy_h
byhios

Y Template/

#Outputs the daote to the screen

date

= the machine




The Field Technicians Respond

- Not digging the automatic install, too many “accidents”.
- They wanted the choice to zero the drive.

- They wanted the user’s account automatically setup.

- They wanted the user’s Entourage automatically setup.

- They wanted the sharing name setup using Last Name, First
Name, helpful when using Timbuktu for troubleshooting.

- Multiple images=Multiple DVDs. Can’t we have one disc to rule
them all?

- Could we get machine specific data emailed to us when a new
Mac gets setup?




My Main Problem

- My Intel Mac images went over the magic ~3.8 GB limit.




The ASR Script Modification

- When the script runs, it asks the tech for user specific
information and if they want to zero the drive.

» The script then determines if the Mac is Intel or PPC, Desktop
or Laptop and then starts the restore process with the
appropriate image.

- A shell script contained within the image is modified with the
technician’s input and upon the first restart, the user’s account
IS created.

- An Applescript contained within the image is modified with the
technician’s input and upon the first login to the user’s account,
it runs and Entourage opens with all of the user’s info except
the password.




This Year’s Script

9o ™ RESTORE
I# I /bindsh

#Instructions and Warnings

echo Thiz gcript will imoge wour Mac ower the network"."
echo If vou moke @ typo goto File New Shell to restart this
echo Please note that thisz script will erase the disk"."
echo Please make sure the user data iz backed up"!"

#Che to see if the network avai Lab Le

if ping -c 1 webzerver .company ..com = Sdew/null
then
READY" "
else
ho THE IMAGE 5 R CANMWOT BE FOUWND"!" CHECK YOUR NETWORK CABLE PLUGGED IMTO EMg"I™
1 RESTART THE IPT BY CHOOSIMG FILE"="MEW SHELL

#lptional network tuning

bl —w kern.ipc kbuf =

tl —-w net.inet.tecp

Ll —w net.inet.tcp.re
#Prompts for user informnation
read -p "Enter the first name of the user {ex. John)= " firstnome
read -p "Enter the : Smithy= " lasthome
read -p "Enter the ] . smithil= " uzername
read -p "Enter the p rd of the main user qoccount . hEmuser = " pword
read -p "Enter full email addre Jobrn.smithdmtystaf f.oo " email
read -p "Enter domain (ex. mtvn viocom_corp)= " domain
read -p "Enter location i 1R15;27-13k DO NOT USE COMM " location

reqd -p "Enter phone number of the use honenunber

read -p "Enter FileWove username . HTVCS—IMGE-- —

1 "Enter technician's name= " techhome




This Year’s Script

OO M RESTORE

#plitz the email addr . The @ symbol was problematic with the perl replace function
firsthalfemail=%${echo $email | cut -d @ —f 17
lasthalfemail=}{echo Femail | cut -d @ -f 23
#Choice to zero the drive or not
echo Please choose if wou want to Zero the drive"." Zeroing the drive will add time to the proc
ead -p "Enter aq capital ¥ if wou want to Zero g copital N if wou do notx " zero
= the variagble "SN" to the zerial rnumber of the Mac
SPHordworebataType | grep "Serial Number" -m 1 | cut -d: -fZ2

cified in the ntp.conf file,

ntptimeset -5 1 —=
#utputs the date and time to the scr
date
#outputs the IP addr
ifconfig | grep “"inet " | grep -v 12 -fz
#utputs the =zerial number to the screen

em_profiler SPHordwarebotaType | grep "Serial Number" -m 1 | cut -d: -2 | cut -c 2-12
#utputs the MAC addre

em_profiler SPHetworkDotoType | grep "MAC Ad -m 1 | cut —c 2448

: the variable "MACADD" to the MAC addr of the machine (toking out the : and capitalizing)

24-48 | cut -c
"] zed 'z
curity-mode ta command

OFPYW —mode 1
#3etz the Open Firmware P rd to “"bononos

OFPY —p bananaz




This Year’s Script

™ RESTORE

#etermines if the target machine iz Intel. If it iz Intel, it runz the following

if svstem_profiler SPHordwareDotoTwpe | grep “Intel"
then
#If the tech chooze "N", not to zero the drive, the following runs
if [ "$zero" = "N" ]
then
#etermines if the AC Charger iz present, if =o, inzatll the Laptop imoge, if not, install the Desktop imoge
if svstem_profiler SPPowerDataType | grep "AC Charger Information”
then
echo Installing Laptop Intel Image
dizkutil erazebisk HFS3+ Macintosh' HD disk@
azr -=source http:sfwebzerver.company .comslaptopIntel . dmgy -target AdolumessMacintoshh HDS -erosze -noprompt
elze
echo Installing Desktop Intel Imoge
diskutil erasebisk HF3+ Macintosh’s HD disk@
azr -source http:/Awebzerver.company .comsDesktoplntel . .dmg -target AMolumessMacintosh HDY -erase -noprompt
fi
#If the tech chooze "¥", to zero the drive, the following runs
elif [ "$zero" = "¥" ]
then
#Hetermines if the AC Charger iz present, if so, insatll the Laptop image, if not, install the Desktop image
if svsztem_profiler SPPowerDotaTvpe | grep "4C Charger Information”
then
echo Installing Laptop Intel Image
diskutil zeroDizk dizkB
dizkutil erasebizk HF3+ Macintosh HD dizkB
asr -zource http:/Awebserver.company.conslaptoplntel .dmg -target AYolumes Macintoshy HDY —-erase -noprompt
elze
echo Installing Desktop Intel Image
diskutil zeroDizk dizkB
dizkutil erazebisk HFS3+ Macintosh' HD diszk@
asr -zource http:/Awebzerver.company .comnsDesktoplntel .dmg -target AolumesMacintosh HDS -erasze -noprompt
Ti
else
#If the tech did not enter ¥ or M, output an error message
echo You have made an invalid choice Please restart the zcript by zelecting File MNew Shell
exit
fi



This Year’s Script

e 0 6 ™ RESTORE

#If the (svstem_profiler SPHordwareDotaTvpe | grep "Intel") returns a folse result, the PowerPC imaging process follows
else

#It the tech chooze "N", not to zero the drive, the following runs
if [ "$zero" = "N" ]
then
Hetermines if the AC Charger iz present, if =so, insatll the Laptop image, if not, install the Desktop image
if swstem_profiler SPPowerDotaType | grep "AC Charger Information®
then
echo Inztalling Laptop PPC Image
diskutil erasebizk HFS+ Macintosh HD dizk8

asr -source http:/Awebserver .company .comsLaptopPPC.dng -target AvYolumessMacintoszhy HDS -erase -noprompt
elze

echo Inztalling Desktop PPC Image
diskutil erasebizk HFS+ Macintosh HD dizk8
asr -source http:/Awebserver .company .comsDesktopPPC.dng -target A'olumessMacintosh’ HDS -erase -noprompt
fi
#If the tech chooze "¥", to zero the driwve, the following runs
elif [ "fzero" = "¥" ]
then
#etermines if the AC Charger iz present, if =so, insatll the Laptop image, if not, install the Desktop image

if swstem_profiler SPPowerDataTwpe | grep "AC Charger Information”
then

echo Installing Laptop PPC Image
dizkutil zerobizk dizkB
diskutil erasebizk HFS+ Mocintosh HD diskA

asr -source http:/Awebserver . .company .comsLaptopPPC.dng -target AYolumessMacintosh’y HDS -erase -noprompt
elze

echo Inztalling Desktop PPC Image
diskutil zerobiszk diskB
dizkutil eraszebizk HF3+ HMacintosh HD disk@
asr -source http:/Awebserver .company .comsDesktopPPC.dng -target A'olumessHacintosh’ HDS -erase -noprompt
fi
else
echo You have made an inwvalid choice Please restart the script by selecting File New Shell
exit
fi




This Year’s Script

RESTORE

#bw_host fix all of the current accounts

byhost_fix Molumes/Macintoshys HD/Userss

#y_host fix the uzer template

byhost_fix Aolumes Macintosh HDASystemALibrary/User’ Template/

#blezz the wolume HMacintoszh HD gz the startup disk

bless -mount AdolumesMacintoshs HDY -setBoot

perl i —& ‘'z/ftpuzer/ 'fusername /g’ AolumesMacintozht HDY AUsers/macsupport/Desktop/newyser

per L i - 's/FTP% Uzer/'$firstnamey $lostnome'fg' Molumes Mocintoshys HDAAUsers/mocsupport Desktop/newuser
perl i —& 's/pozswords ‘fpword 't AMolumes Macintozhi HDAAUzers/mocsupport/Desktop/newuser

per L i - ‘'zs/chonge-mes '$losthome-$f irstnome A" AolumesMocintoskhhy HDA AL ibrory/Preferences/SvstenConf iguration/preferences.plist

perl i -& 's/change med 'flostname, s $firsthome'sq' AolumesMocintoshs HDAALibrary/Preferences/SvstenConf iguration/preferences.plist

perl i -& ‘'szmtp/ 'femail ‘Y9t Aolumes/Macintoszht HDWSwetem Library/Usert Templote/English. lproj/Documents/EntourageSetup.opplescript

perl —pi - ‘sfprimorvdoms ‘fdomain'sg’ AolumessMocintoshy HDASystemdl ibraryAlsers Template/English. lproj/Documentsy
EntourageSetup.applescript

perl -pi - ‘'s/fullnomes '$firstnames $lostname'/q' AolumessHMocintoshy HDASysten/Library/User's TemplatesEnglizh. lproj /Documentsy
EntourageSetup.applescript

perl —pi -2 'sfusername/ '$uzername g’ AMolumessMocintoshy HDASystemdLibraryAlsers Template/English. lproj/Documents
EntourageSetup.applescript

perl —pi - ‘'s/firsthalfemailys '$firsthalfemail'sg' MolumessMacintoshy HDASystemdL ibrarylsers Template/English. lproj/Documents
EntourageSetup.applescript

perl —pi - 'sflosthalfemail/'$lasthalfenail 'fq' Molumes Macintosh’ HD/Syetensl ibrary User' Template/Englizh. lprojDocuments,
EntourageSetup.applescript

echo $fwnane ,fuzernome,$f irstname $lasthnome,$ location, $phonenunber , $5H, $techhane == Mo lunmes Macintoshys HDAUsersmacsupport,
Desktop/ " fusernome"" " "txt"

zop Aolumes Mocintosh HDAzers/mocsupportDesktop " fuzernome" " " "txt" mocsupportdmoc imagerny v iacom..com:~/Desktop/dddedlUsers

diskutil enabledournal AYolumes/Macintosh HD

date

reboot




In the Image

- Before imaging, the one admin account is set to auto-login via
the Accounts Preference Pane.

- A shell script “newuser” is placed in this admin account.
LoginWindow Manager is used to start this script upon the
admin account login.

» The script creates the user’s account based on values modified
by the install script, takes off the auto-login, deletes itself, and
restarts the machine.

- An Applescript text document (EntourageSetup.applescript), a
shell script (mailshell), an Applescript (Mail), and a backup of
the loginwindow.plist are placed in the Documents folder within
the User Template




The “newuser” script

o006 W newuser

o | 2 F | |5" Ty pm LastSaved: 03/03/06 11:16:12 AM
: = = File Path: ~/Desktop/newuser

w

4 P+ || newuser o

#1 /bindsh

sudo niutil —create / fusers/ftpuser
sudo hiutil —createprop / fusers/ftpuser uid 585
sudo niutil —createprop fuzers S tpuser realhname

sudo hiutil —createprop fusers/ftpuser shell
sudo niutil —createprop fusers/ftpuser gid 28
sudo hiutil —createprop f fusers/ftpuser passwd

!
sudo niutil —createprop i fusers /T tpuser home
!

sudo cp R MSystem/Library dsers, TemplateEnglish. lproj Mlsers/ftpuser
sudo chown -F ftpuseristaff Alsers/ftpuser

dscl . —passwd Alsers/ftpuser password

dafaults delete /Library/Preferences com.apple. loginwindow LoginHook
defaults delete /Library/Preferences fcom.apple.loginwindon autologinlser
defaults delete /Library/Preferences com.apple. loginwindow autologinlserd|D
mv Alsers/macsupport Desk top /T tpuser  Msers /1 tpuser Desk top

rm Slsers macsupport Desk top fhewuser

rreboot




The Entourage Setup

- An account called “default” is created with Entourage
template with the settings that are common among all
Exchange Server, LDAP Server.

In the user
accounts:

- A copy of the loginwindow.plist is placed in the user template’s

Documents folder. The Accounts Preference Pane is
to add the applescript “mail” as a Login Item.

- The Applescript “mail” runs on login, which launches t
script “mailshell”, which runs the EntourageSetup.app
configure Entourage, deletes the scripts, and moves t

then used

ne shell
escipt to
ne original

loginwindow.plist back so that “mail” is no longer a Login ltem.




EntourageSetup.applescript

Record Run Compile

hcll application "Microsoft Entourage”
set working offline to true
set the emall address of Exchange account "default” to "firsthalfemail@lasthalfemail”
set the domain of Exchange account "default" to "primarydom”
set the full name of Exchange account "default" to "fullname"
set the Exchange ID of Exchange account "default” to "username”
set the name of Exchange account "default" to "firsthalfemail€lasthalfemail”
set working offline to false
tell

Description | Result | Event Log




8 o6

\®)
Record Compile

do shell script "~/ /Documents/mailshel]”

Description | Result | Event Log

® mailshell

Ty pm LastSaved: 08/16/06 05:33:18 AM
= File Path: ~/Desktop/mailshell

mailshell =+

f“!.-"'l:iin.-"é;

osascript ~/Documents EntourageSetup..applescript

rm ~ Oocuments EntourageSetup .app lescript
rm ¥ Documents fmai | .app
mw ~/Documents loginwindow.plist /L ibrary/Preferences

rm ~/Documents,/mai lshel L




Let’s Take a Look, Movie Time
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Creating an Apache Webserver

- Instructions modified from http://www.phpmac.com/

- Install Mac OS X client or server.

- Consider link aggregation with additional ethernet ports for
increased bandwidth and failover.

http://www.small-tree.com

http://docs.info.apple.com/article.html?
path=ServerAdmin/10.4/en/c3ha3.html

- Install the latest Xcode 2.4
- Open the Terminal application and enter the following:



http://www.phpmac.com
http://www.phpmac.com
http://www.small-tree.com
http://www.small-tree.com
http://docs.info.apple.com/article.html?path=ServerAdmin/10.4/en/c3ha3.html
http://docs.info.apple.com/article.html?path=ServerAdmin/10.4/en/c3ha3.html
http://docs.info.apple.com/article.html?path=ServerAdmin/10.4/en/c3ha3.html
http://docs.info.apple.com/article.html?path=ServerAdmin/10.4/en/c3ha3.html

curl -0 http://apache.mirrors.esat.net/httpd/

httpd-2.2.3.tar.gz (downloads the source code for
Apache)

gnutar -xzf httpd-2.2.3.tar.gz

cd httpd-2.2.3

sudo ./configure \
--prefix=/apacheZ \
--enable-module=most \
--enable-shared=max
sudo make

sudo make 1install



http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz

curl -0 http://apache.mirrors.esat.net/httpd/

httpd-2.2.3.tar.gz (downloads the source code for
Apache)

gnutar -xzf httpd-2.2.3.tar.gz

cd httpd-2.2.3

sudo ./configure \
--prefix=/apacheZ \
--enable-module=most \
--enable-shared=max
sudo make

sudo make 1install



http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz

curl -0 http://apache.mirrors.esat.net/httpd/

httpd-2.2.3.tar.gz (downloads the source code for
Apache)

gnutar -xzf httpd-2.2.3.tar.gz

cd httpd-2.2.3

sudo ./configure \
--prefix=/apacheZ \
--enable-module=most \
--enable-shared=max
sudo make

sudo make 1install



http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz

curl -0 http://apache.mirrors.esat.net/httpd/

httpd-2.2.3.tar.gz (downloads the source code for
Apache)

gnutar -xzf httpd-2.2.3.tar.gz

cd httpd-2.2.3

sudo ./configure \
--prefix=/apacheZ \
--enable-module=most \
--enable-shared=max
sudo make

sudo make 1install



http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz

curl -0 http://apache.mirrors.esat.net/httpd/

httpd-2.2.3.tar.gz (downloads the source code for
Apache)

gnutar -xzf httpd-2.2.3.tar.gz

cd httpd-2.2.3

sudo ./configure \
--prefix=/apacheZ \
--enable-module=most \
--enable-shared=max
sudo make

sudo make 1install



http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz

curl -0 http://apache.mirrors.esat.net/httpd/

httpd-2.2.3.tar.gz (downloads the source code for
Apache)

gnutar -xzf httpd-2.2.3.tar.gz

cd httpd-2.2.3

sudo ./configure \
--prefix=/apacheZ \
--enable-module=most \
--enable-shared=max
sudo make

sudo make install



http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz
http://apache.mirrors.esat.net/httpd/httpd-2.2.3.tar.gz

Results

| Macint

Applic

A

Developer

Pictures

b items

apache?

Marme

pplications
Documents man
manual

M modules

Music
Pictures

f N

3 items. 77.55 GB available




- Use your favorite text editor to create two scripts:

o TextWrangler File Edit Text View Search Tools Window #! %

e 06 =| startapache.sh

- Use the Terminal to make the scripts executable:
chmod +x ~/Documents/startapache.sh
chmod +x ~/Documents/startapache.sh




 Open Script Editor. Create two scripts to launch the shell
scripts with admin privileges.

o Script Editor File Edit View Script Font Format Window Help

Description | Result | Event Log

Record Run

do shell script "~/Documents/stopapache.sh” with administrator privileges

Description  Result  Event Log

il

- File-Save As-choose Application. Give them some pretty
looking icons.




Apache Server Setup

- Copy your image(s) to the htdocs folder.
- Run the Start Apache Applescript.

- Test

- Maintain




Finder File Edit View Go Window Help s : 00 —_—

.

MaCIntosniHD

DEsKropinteldm LpToRInTEL D

LaptopEPCdmg




Testing

- Open a browser on another machine.
- Enter http://<IP or DNS address of the server>/image.dmg
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Maintenance

- Updated images created and uploaded to the server.
- Run the Stop Apache server Applescript.

* Replace the image file in the htdocs folder.

* Run the Start Apache server Applescript.
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Contact Info

keepfirewirealive@gmail.com



mailto:keepfirewirealive@gmail.com
mailto:keepfirewirealive@gmail.com

So how does
Penn State University
deploy their images!?




Penn State’s Environment

® ~655 Managed Macs

® Many different network segments

No DHCP services on segments - by design
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Booting the Macs ...

[

® Use external FireWire disks

® |nstall Mac OS X 10.4.8 |

® Create admin accounts with

fferent images to restore

il Ve G 'r'- i}



Password Protection

® Power up the Mac, hold the ‘Option’ key down to bring
up the boot picker

® |f security is enabled, the password dialog will appear
(PowerPC):




Boot Picker

® After entering the security password select
the volume to boot with (PowerPC):

Vi all’ 1

S

81



Login

® | ogin as the ‘CLC Lab Build’ admin user

I‘__#Iac 0S X

P5U CLC Mac Build

g
£%€ CLC Lab Build
<%t

-,

Password: |




PSU Blast Image Config Starts up...

® PSU Blast Image Config set as the startup
item for the ‘CLC Lab Build’ admin user

® Enter in password for CLC Lab Build user

PENNSTATE Blast Image Config

| T lowy Information Technology 5ervices
W Classroom and Lab Computing

Please enter in an administrator
userid and password:

UserlD: clclabbuilc
Password:

( Cancel )




Configure Firmware Security

® Configure the Firmware security to prevent
booting from other volumes at startup
without a password (Intel/EFI):

Extended Firmware Interface Security Options

Firmware Version: EFI
Maode Passward e

) None (Disabled) E?_l Use Admin Passwaord

@ Command __ 5pecify Different Passwaord:




Date and Time

® Enter in the date and time

Configure Date and Time

Date Set Time Set

Current System Date: Current System Time:

8/24/04 12:45:02 PM

Time Format: 12 144

Month Day : AN I"E"‘ i

Hour Minute
12 ; 49

Date and time updated. Appl*,- )

( Continue )




Network Settings

® Select Network Config on restored disk

How do you want the network settings
configured on the restored disk?

( Don't Modify ) ( DHCP ) ( staticlp )

Enter Network Settings:

IP Address:

1 192! |168! |1
® Static IP: D
Subnet Mask:

255 |255] |25 )
Router:

92 168 |1 1

( Save Metworl Settings }




Configure DNS

® Enter in DNS Servers (Can be automated)




Configure Network Names

® Enter in Network Names (Can be automated)

Enter Network Names:

Computer Name:

Mac.192.168.001.050

Local {(Bonjour) Hostname:

Mac-192-168-001-050

[ Cance '__. r Save Metwork Name5} .__' Skip '__.




Restore Dialog

® Select ‘Disk Image’ to restore

® |mage can be on local disk,

or mounted server, or

SPeCiﬁEd Via httP 4 Other Image Source... |
Disk To Restore: | Macintosh HD

o ( Disk Utility ) B [_-'dw."-:jisf:ls.?zl
. SGIECt ‘DISI( tO ReStOl’e’ to i || Enable Verification (5lower)

Click "Restore” to begin...

® ‘Enable Verification’ if the

( Cancel ) ) [ Restore

image was scanned

® (Can be automated



Restore in Process...

® FElapsed Timer during restore process

Disk Image:

Disk To Restore: ' Macintosh HD

[fdevidiskls?)

Restoring ...

Elapsed Restore Time: Oh 2m 165




Apply Network Settings

® Network settings specified before restore
started are applied to the restored disk via
ncutil

Setting network method to Manual (STATIC)...

® ncutil can do some things better than Apple’s
networksetup and scutil commands

® ncutil download here:

® http://deaddog.duch.udel.edu/ncutil/



http://deaddog.duch.udel.edu/ncutil/
http://deaddog.duch.udel.edu/ncutil/

Change the Startup Disk

® The startup disk setting is then changed to the
restored disk

Changing the Startup Disk...

® Uses the ‘bless’ command and does the

appropriate settings based on PowerPC or
Intel Mac




Run Post Restore Script

® Post restore scripts can be executed (shell,
perl, command line)

ExampleScript1.pl

Post-Restore-5cripts Output:

-F’.al:h of disk restored: /Volumes/Macintosh HD

Exit value of script: O




Completion Options

® Once everything is done, do you want to
Quit, Restart, or Shutdown?

The restoration process is complete.

( " Restart | { Shumuwn__}

® All steps that do not require entering in text
can be automated via autorun preferences.

® Date and time can be skipped if desired.



Contact Info



mailto:jelliott@psu.edu
mailto:jelliott@psu.edu
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Continue the learning ...

- IT841: Maintaining Order - Effective Image Maintenance Techniques
— Thursday @ 3:30 pm - 5:00 pm

- IT851: Client Management Fundamentals
- Friday @ 9:00 pm - 10:30 pm




