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IStTumbler: now you fry

00 iStumbler - AirPort

Plugins Secur Mode Network Name Signal w|Noise Chann  MAC Address Vendor Sampl Last Updated

JC Open managed mobility 87% 9% 1 00-1C-B3-AF-7A-C 00-1C-B3 4 10:04:41 PM, 16 Jan 2008
8 Bluetooth () Secure managed aloop 33% 9% 10 00-11-24-C1-25-E Apple 4 10:04:41 PM, 16 Jan 2008
"’ Bonjour 3 Open managed stayonline 26% 9% 1 00-1C-0E-26-A3-2 00-1C-0E 1 10:04:31 PM, 16 Jan 2008

Log

@ Noftice:
@ security
@ modes
@ signal/noise
@ MAC address
@ signal graph
@ war chalking signs



Basic Wireless client setup

@ Goal: Learn how to configure Leopard or Tiger fo join open and closed
networks

@ Tools: Tiger or Leopard client



Basic Wireless client setup

{) (< (100%) E= Wed 10:

Turn AirPort Off

Enter the name of the network.

Enter the name of the network you want to join, and then
enter the password if necessary. You can also click Show
Networks to see a list of available networks.

NeworkName: ||

v mobility
aloop
naanNcurry306
stayonline

Security: | None b:

Join Other Network...
B‘ Remember this network

Create Network...
Open Network Preferences...

[ Show Networks ) [ Cancel ) Join

@ Notice:

@ Open networks show
as names Enter the name of the network.

Enter the name of the network you want to join, and then

@ Closed ne‘l'works muS‘I‘ enter the password if necessary. You can also click Show

Networks to see a list of available networks.

e Neworktame: [
{vNome ]

% If secure, this is Securi
WEP Password
where you add the WEP 40/128-bit hex
' WEP 40/128-bit ASCII
Ophons [ Show Networks LEAP
@ More on security in a WPA Personal
blf WPA Enterprise

WPA?2 Personal

1-0 conﬁgure WPA2 Enterprise
802.1X WEP




Basic Wireless Access point setup

AirPort Utility

AirPort Utility found an AirPort Extreme with 802.11n (Gigabit Ethernet).

Base Station Name: mobility

IPv4 Address: 192.168.3.1 Base Station Name: mobility
IPv6 Address: fe80::21b:63ff:fef4:3525

AirPort ID: 00:1C:B3:AF:7A:C2 IP Address: 192.168.3.1

Interface: AirPort (enl)
e e — Version: 7.2.1

AirPort ID: 00:1C:B3:AF:7A:C2

If this isn't the base station you want to set up, you can select another from
the list on the left. If you don't see your base station, make sure it is plugged
in and in range of your computer.

Click Continue to change settings on your base station.

 Manual Setup ) Go Back {_ Continue )

@ Basic access
screen, let’s
start here

@ Go to manual
setup



Basic Wireless Access point setup

| Summary  Base Station  Wireless  Access Control "

Base Station Name:
Base Station Status:
Version:

Serial Number:
AirPort 1D:
Ethernet ID:

Wireless Mode:
Network Name:
Wireless Security:
Channel:

Wireless Clients:

Connect Using:
IP Address:

mobility

Normal

Tt
6F7405NFYCP
00:1C:B3:AF:7A:C2
00:1B:63:F4:35:25

Create a wireless network
mobility

None

1

3

Ethernet
67.99.198.133

@ Access Point
identification
information

@ A good idea is
to take a
screen shot
(apple-shift-4)
for later
reference



Basic Wireless Access point setup

" Summary = Base Station  Wireless  Access Control

Base Station Name: mobility

Base Station Password: esseses

Verify Password: eeecees % | Change the
" I Remember this password in my keychain name and

always change
¥ Set time automatically: time.apple.com " 4 9

— the password

@ If you forget if,
you can always
reset it with a

pencil in the
( Base Station Options... | back

Time Zone: | Pacific/Honolulu ‘3

E‘ Allow configuration over Ethernet WAN port

" | Advertise configuration globally using Bonjour




Basic Wireless Access point setup

' Summary Base Station = Wireless  Access Control '

Wireless Mode: | Create a wireless network Iy ]

Network Name: mobility
" Allow this network to be extended @ Network name

Radio Mode: | 802.11n (802.11b/g compatible) | may be unique,
Chamnet: (1 o Feaming,

Choose wireless security to protect your network. “WPA/WPA2 Personal” is recommended. make ”- fhe

Wireless Security: [None |4} el o5 the

others
(" Wireless Options... )
@ Note no

security here




Basic Wireless Access point setup

' Summary Base Station = Wireless = Access Control
Wireless Mode: | Create a wireless network = ]

Network Name: mobility

"1 Allow this network to be extended

Radio Mode: | 802.11n (802.11b/g compatible) |4 ]
Channel: | 1 '3

Choose wireless security to protect your network. “WPA/WPA2 Personal” is recommended.

Wireless Securitywal,' [+ =

WEP (Transitional Security Network)
WPA /WPA2 Personal

WPA2 Personal

WPA /WPA2 Enterprise

WPA2 Enterprise

@ Security
options

@ WEP is old
school, not
secure

@& WPAZ2 is best

@ Personal is
between the
client and the
AP

@ Enferprise uses
a separate
RADIUS server



Basic Wireless Access point setup

' Summary Base Station  Wireless = Access Control

MAC Address Access Control: | Timed Access Iy ]

Timed access specifies times and days that a client can join the network based on their wireless MAC

address. The first item allows you to specify the default amount of access for any wireless MAC
addresses that are not listed.

Wireless MAC Address Description
(default) Unlimited

@ Alternate
security screen,
based on MAC
address of
client radio

@ Note default is
all clients, all
on



Basic Wireless Access point setup

" Summary  Base Station  Wireless = Access Control |
MAC Address Access Control: ' RADIUS Iy ]

RADIUS Type: | Default ‘3

@ Central admin

Primary RADIUS IP Address: 192.168.3.222 fhrough a
Primary Shared Secret: sseescesscesccssccsccss RADIUS server
Verify Secret: [eesescecesseescsccccsee | % Much more
Primary Port: 1812—3 elegant and
easier fo
Secondary RADIUS IP Address: L — manage mu“-iple
Secondary Shared Secret: APs

Verify Secret:

Secondary Port:




Basic Wireless Access point setup

Internet Connection  DHCP  NAT |

. | ':
Connect Using: ' Ethernet ] 3 Internet
Configure IPv4: | Using DHCP ’3 Connection info

IP Address: 67.99.198.133 @ Most common is
Subnet Mask: 255.255.254.0 share
Router Address: 67.99.198.2 % Brldge IS ﬁne:
DNS Server(s): 4.2.2.2 4.2.2. CllWGYS C.OI"IFIQCT
TV — the outside to
—_— the circular
DHCP Client ID: . .
icon, even if

Ethernet WAN Port: ' Automatic (Default) v you P[an on

Select if you want this base station to share a single IP address with wireless clients using DHCP and . .
NAT, distribute a range of static IP addresses using only DHCP, or act as a bridge. brldg | ng lOCCll

Connection Sharing: | Share a public IP address s ] devices (eg

printers)

Domain Name: nomadix.com




Access Point testing: how good is my connection?

@ Goal: Learn how to evaluate the signal and noise from an Access point
using a client based application

@ Tools: AP Grapher



Basic Wireless Access point setup

®00 AP Scanner - Scanning

Start  Stop Preferences

Scanner is scanning with refresh rate of 15 seconds.

Name Security Ch. Signal w| Noise |Best % Avail.

‘ mobility Unkno... |1 -15 -06 -15 1 100%
aloop 10 -69 06 -68 0%

| PUBLIC L1 75 |-96 |-75 | 0%
WestinGuest... .11 ‘ -96 -76 0%

| Clift nkno... 11 |-77 |-96 |-77 0%
stayonline e [ -96 -78 100%

) Hide secure stations [ | Hide inactive stations active inactive

MAC

00:1C:B3:AF:7... |1

00:11:24:C1:

00:1D:71:E1:...
00:13:C4:F3:F
00:1C:0E:26.:...

XN & Access point
1/16/ list

LUl & Note all stats
1/16/
e at once for

\
1/16/ comparison



Basic Wireless Access point sefup

AP Crapher - Connected To "mobility”

\ /7
" w

Start  Stop Clear

@ Access point
graph

@ note speed and
other stafs

Grapher is graphing with refresh rate of 1.1 seconds. 130/130 Mbit/sec




Basic Wireless Access point monitoring: take two

[ Logs = Wireless Clients  DHCP Clients ]

@ Pretty graphs
show client

| : signals from

Client Noise

00:13:CE:C7:6D:AE ~102 Th? Access
— 00:19:E3:D4:82:42 -96 point
— 00:1C:B3:BF:D7:E1 -96

-3 -2
minutes ago

perspective

@ Very useful for
AP placement







Security 101: packet sniffing

e 00 TCP Dump
Monitor Interface: f AirPort (enl) B M Use TCP Flow

Options: -p port 80 // my web data

IP Net Monitor TCPdump console



Security 101: packet sniffing

Damien School email Login

Name: mwsf

Password:
( Login )

Login to webmail or other app



Security 101: packet sniffing

e 00 TCP Dump (enl)
Monitor Interface: | AirPort (en1) i: M Use TCP Flow

Options: -p port 80 // my web data 3

sre="_limagesiup_pointer png” border="0" width="12" height="10" alt="sor"><la=</d=> A
<td width="12¢">&nbsp,<Md=> '
<td align="left" width="682¢"=

<b=35ubject<lb= <a href="twebmaillsrclright_main php?newsort=4&amp starthessage="1&amp,mailbox=INBOX "><imgy
sre="_limagesisort_none png” border="0" width="12" height="10" alt="sor"><la></td=

<=

<lr=<td bgcolor="#ffffif" align="center” colspan="5"><br=<b=THIS FOLDER |5 EMPTY <lb=<br=&nbsp,<td=

<{lr=

<ltablex=<lid=<lr=<ltable=<ltable=

<fform=

<lbody=<lhiml=

0

) Monitoring stopped

start then check email



Security 101: packet sniffing

® 00 Untitled
| Spacing *v | Lists *v

0 1 3 4 5
newsor=2&amp,starthessage=1&amp mailbox=INBOX"><img src="_limages!
sort_none png” border="0" width="12" height="10" alt="sort"><!a=<ltd=>

<td aligh="left" width="522" nowrap=>

<b=Date<lb= <a href="lwebmaillsrclright_mainphp?
newsort="1&amp,starthessage=1&amp mailbox=INBOX"><img src="_limages!
up_pointer png” border="0" width="12" height="10" alt="sor"><ta=<d=>

<td width="12¢">&nbsp,<td=>

<td align="left" width="68%¢">

<b=5Subject<lb= <a href="lwebmaillsreiright_mainphp?
newsort=4&amp,starthlessage=1&amp mailbox=INBOX"><img sr¢="_limages!
sort_none png” border="0" width="12" height="10" alt="sor"><!a=<ltd=>

<=

<lr=<td bgcolor="#ffffif" align="center” colspan="5"><br=<b=THIS FOLDER IS
EMPTY <lb=<br=&nbsp,<td=

<=

<ltable=<ltd=<lr=<ltable=</table=

<ffonm:

<thody=</html=
0

copy all from window into textedit



Security 101: packet sniffing

SOMSES 51D=40c97075¢80c851fc64 7043284025273

Content-Length: 78
Connection: keep-alive

Host: damien.edu

192.168.003.100.49918-204.130.156.036.00080:

login_username =mwsf&secretkey=papaya7&js_autodetect_results=18&just_logg
ed_in=1

204.130.156.036.00080-192.168.003.100.49918: HTTP!1.1 302 Found

Date: Thu, 17 Jan 2008 06:30:40 GMT

Server: Apachel1.3.33 (Darwin) mod_jk!1.2.6 DAY .0.3mod_ssll2.8.24 OpenSSL!
0.9.71PHPI4.4.7

MS-Author-Yia: DAY

do a find for USER or PASS



Security 101: packet sniffing

Yikes!
..but it gets worse...
Imagine you could do this without joining the network...
from 12 miles away...

enter Kismac



Security 102: Kismac

@ Goal: Learn how to monitor even secured networks using Kismac
@ Tools: Kismac, USB wireless adapters (Prism2 chipset, passive mode)
@ What to do:
@ Start Kismac on your computer
@ Under preferences (apple-,) select airport extreme, active mode
@ Start, notice active networks

@ Now go back to prefs, and unload the active mode, and repeat with a
USB adapter in passive mode (see above)

@ Note data gathered (dumped) and even closed networks show up



Security 103: VPN and WPAZ2 to the rescue

@ Two main concerns:
@ integrity/security of the data passing on the network
@ access to the network

@ Solutions

@ VPN for secure tunnel
@ 802.1x/WPA2 for encrypted authentication



Security 103: VPN sefup

Network

Location: | airport DHCP (= }

o AirPort y —
Connected C Status: Not Connected

@ Requires a VPN

' server or endpoint
S VNI Gy Configuration: (facstaff 14 @ Can be Panther
e /

® Bluetooth 9 Server Address: facstaff.hpa.edu

@ Built-in Ethernet /&
Not Connected N

Not Connected

- Account Name: bwiecking Tlger or LeOPClI"d
(_Connect ) @ Free with the
server

M Show VPN status in menu bar [ Advanced... ) @

n
Ji‘ Click the lock to prevent further changes. [ Assistme... ) Revert Apply




Security 103: VPN setup

User Authentication:

() RSA SecurlD
O Certificate | Select @ password can be
O Kerberos any number of
() CryptoCard
characters
Machine Authentication:
@ Shared Secret: [eosnnnee ] @ shared secret must
OCertiﬁcate Select... be 8 Or more
Group Name: ChCll"ClC'|'eI"S

(Optional)




Security 103: WPA2 setup

P Show All

== AirPort

' AirPort TCP/IP DNS WINS AppleTalk = 802.1X  Proxies '

Domain: | Login Window t: 6 FOUI"Id under SYSfem
. prefs, network

L When the user logs in, the user name and password
802.1X login is disabled supplied in the Login Window will be used to se.l..l.l nas and
(" Enable 802.1X Login ) authenticate to the network. 9 /
Wireless Network: " dd\/anced Seff| I"IgS
Protocol :
@ Provides excellent

TTLS
PEAR user authentication

TLS
E’E\:;FAST to the network
MDS5S

Certificate:

@
S

Authentication:
Unknown

f Get Certificate...

(D0 EE

0N
O
=
(e}
>

( Cancel ) [ OK )




What we've learned

@ Wireless networks are made up of channels 1-11, but there is considerable overlap
@ Simple stumbler applications can locate active named networks, but not passive ones
@ Basic Access point setups are straightforward when done with care

@ Access Point stats can be derived locally on the client, or on the Access Point if you are
the admin

@ Packet sniffing can be done easily if access fo the network is gained
@ Even without access, Kismac can intercept traffic
@ Solutions: VPN makes traffic encrypted, WPA2 keeps bad folks off your network



